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spectrum domain.

1. Introduction
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Mbﬁmofmﬂﬁmediawmtﬂonssidewimobﬁmuﬁﬁw,mchdwdopmmm
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Hmﬁuahannoeﬁwofmpyﬁgmwﬁmofdigimlmducﬁmﬁom&wm-mmoﬁud
copying, distribution, and sometimes from ill-intentioned distortion of the information.

[mmthemblmopryﬁghtpmmﬁmofmﬂﬁmediamdmﬁmhasdﬂwnmﬁm
ofscimﬁsuundbusinmmmmowﬂ;ewoﬂd.Tthostpmmisinsdwision of this problem
mmmpﬁmﬁmofmeﬂmduofmbeddingofmmﬂinfomnﬁonmmﬂwdm,vdﬁch
ﬂlows,ifnwmmy.ﬁndingommfamofhﬁinsmofmpyﬁghhSmhmbedded
hfomaﬁm.mmedhmnscimﬁﬁcﬁmmmdigimlmmarhwmplddychummh
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Thewmmﬁnga]goﬁthmsmmcmﬁxﬂyappﬁedmmof&modcpmdmtm
(audios;gnn!s), spatially distributed data (motionless images) and temporarily - spatial data
(videos). '

Smﬁng&ommqummenmofeﬂicimcy.thewmmarﬁnspmuedmemmbemdy
agﬁnﬁmﬂofwﬂousmmipﬂaﬁomv&ﬂuﬁgnﬂmmrmovﬂﬁomthepmmmdobjm
without essential distortion of the object. These attempts usually come to the application of well-
known methods of signal and image processing, e.g. filtration, compression, size changing,
noisins.ehc.0necmﬁndin[l-3]d=taﬂedemughdesﬂipﬂonofthmmdoﬂ:ﬁ'kindofm
to protected multimedia information.

Algorithmic aspects of protection of the digital information arc rather various. They not only
cover all spectra of methods of processing of the information, but also provide the protection of
the information in various important appendices, including legal aspects of these problems [4]. In
particular, many approaches and elgorithms, despitt of distinction in mathematical
representation of protected objects, are suitable for both image and signal. However, also there
exists certain specificity in the application of these methods, connected with the type of a data
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carrier and distinction in the problem setting. For example, an image as bidimentional spatial
signal, gives more opportunities for its distortion, than a time-dependent one-dimensional signal.
Really, without effort it is possible to subject image to geometrical transformations such as turn,
affine transformation, non-uniform scaling etc. while the sudiosignals undergo to the sbove
mentioned attacks only partly. Thercfore development of watermarking algorithms for one-
dimensional signal is basically observed in the spectral area, where high efficiency showed the
methods connected to the standard of MP3-compression and wavelet-analysis. However, we
must note thet the development of effective watermarking algorithms of eudiosignal in the
spatial area is far from exhaustion of all opportunities and continues to remain in the focus of
interest of the researchers.

This in many respects is promoted by wide use of well investigated properties of the human
auditory system (HAS), allowing to develop special watermarking algorithms, which allow the
imperceplibility of watermark and possible distortion of origin signal for HAS [5).

In this paper, we propose a novel walermarking algorithm in time domain, and show its
robustness against random attacks.

The idea of algorithm is borrowed from [6], in which the adaptive approach to embedding
procedure of binary watermark in a gray scale image is investigated. In view of enough high
robustness of the algorithm used in the specified paper, and its simplicity it is interesting to
develop its analogue for an audiosignal and to investigate its robustness to attacks, typical for
this case.

2. Description of watermarking algorithm

Let the discrete audiosignal S have length N, and consist of a sequence
s(i); i=0,1,.,N-1 m

We consider a binary watermark W, so we denote a sequence, which will be embedded
in an audiosignal, by w(k), k=0,1,..,K~1, where K - the number of elements w(k) e {0,1}.
The sequence wi(k) can be received from an original object, by hashing, for example, of their
consideration order. In the present paper these hashing methods will not be considered. We split
the sequence (1) into K segments of identical length N, assuming, for distinctness, that
N =KxN,, and denote the elements of (1), which belong to k™ segment by

$,(i);k =0,..,.K -1 j=0,1,..,N,
The operator of watermark W embedded in an audiosignal S we denote by E (S, W, o), where
.20 is named in the literature as gain parameter. As a result of action of the operator of
embedding we get the new signal S, =E, (S, W,a) at which watermark W is present with
parameter of embedding a. ‘

Let us note that at the fixed value o different watermarking algorithms show different
properties, therefore one of the major problems of digital protection of the information is
development of watermarking algorithms having sufficient robustness to various type of attacks,
Under term "attack” we understand a transformation X of a signal Sy, in result of which it
tums to a signal Sy, which can differ from the signal S .

Procedure of watermark extraction from the attacked signal S, , is based on the operator
E_(Sy xS, W,a). As a result of application of extraction operator we will receive, as a rule, the

deformed image W, =E_(Sy,x,S, W,a) with respect to the initial one.



ﬁemep;uﬁpapﬂ.wfoﬂowﬂwappmachuppﬁﬁiu[ﬂ.mn!soﬂthmofwmrmnrkingi,
proposed ! n il Ao B
. The initial signal § of length N splits into K segments 0! identical length M,

:g;:tnse m, and deviation d, are determined for all segments, k =0,1,..., K1, The

file of average values fm,;k=0,..K-1} is remembered for further use at watermark

extraction.
Step 3. Values s, of an audiosignal Sy with embedded watermark W for all

k=0]..,K-1 j=0,1,.,Ny arc calculated by the following formula
s, () =5, ()+(-1)""Vad,, 0}
where a is & preliminarily chosen positive number. :
itl;:emof;u:ckx onasignal(z)thnmwsigmlismuwedufouows
Swx 5{3.‘;ﬁ);i=0,1,-..,N -1}, (3)
whichﬁisnemrymmheuﬁerambeddedwmnk;orthatmﬂnodaﬁumck).
Thowmmmkmﬁonalguriﬂ;mmnsimsnfthefollomsstcps-: }
Step 1. The signal Sy x of length N splits into K segments of identical length M (with
the same values of parameters N and K which were used at embedding procedure).
Step 2. The averages m, are determined for all received segments,
Step 3. For every k=0),..,K-1 values the averages m,and m, are compared. If
m, >m,, We accept Wy, =1, otherwise Wy, =0. Thus, Wy ={Wy,;k=0]...K-1} we
Application of described algorithm should be acet_:rg?ame;d by the standard operations,
dlovﬁnsth:uﬁmaﬁngofadistorﬁmdegmeofmmmdmgmlbmugc_ofmbedding
wmdmimmﬁ.mdmoadivugmofmmcmdwmuk&nmmmmmﬁm
usethedjmrl:ionshnuldbeimpmpﬁbleforHAS,mdinﬂ:cmondzhoulda]]owm
disﬁngmshcluﬂymemfmaﬁonlmnmmedWLquﬁ:qaﬁng!hudivagmwofsigmhh
thaspeciﬁedusesthapeukaignultonohemﬁo(PSNR)isnpphed.

3. Experiments

The effectiveness of proposed watermarking algorithm was checked up by e series of
experiments with real signals and a binary watermark
There were chosen well-known pieces of music as protected objects, taking into account
necessity and an opportunity for a competent person of parallel estimating of quality of the
ﬁpahmdwdaﬁqmﬁomaﬁm.mmummmmam,s—thsymphmyof
Bethoven appropriate to an initial fragment (in a format *.wav), having length in 1 Mb are below
resultcd. The Watermark is shown in Table 1 {s=e the column st o =0). The value of parameter
o was varied within the wide limits. PSNR between the signal - original and a watermarked
signal at & =0.01;0.05 was equal to 47 dB and 32 dB correspondingly. We see that the
distortion of a signal owing to embedding in the specified watermark is low enough. It is
confirmed also by direct listening of a reproduced audiosignal.
Robustness of the proposed algorithm was checked up also at two kinds of attacks: a)
random attacks, which were characterized by imposing on a signal of additive normal noise at a
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variance o; b) compressing attacks by using the DCT procedure with cutting the “tail” of
spectrum. Experiments with various values of parameter o and compression ratio p were
carried out. In Table 1 extracted watermarks corresponding to certain values of o and PSNR
between the embedded and extracted watermarks are given. We can note that the proposed
watermarking algorithm is robust at specified random attacks for a small enough value of «.

PSNR, dB : 15.1

Table |. Dependence of robustness of the watermarking algorithm on parameter o at o.=0.01 .

Compres- |
sion ratio

PSNR, dB

Table 2. Dependence of robustness of the watermarking algorithm on parameter p at o. = 0.05 .

In Table 2 the corresponding results of robustness at compression ratio p are shown which
means the ratio of number of spectrum coefficients being used at compression to its general
number. The visual comparing of extracted watermarks with the embedded one allows to
recognize it confidently.

Conclusions

The results of present paper show that the proposed watermarking algorithm doesn’t damage the
original signal in such a way as to be noticed visually, so it satisfies the main requirement of
watermarking procedure to be unnoticed. Moreover, the algorithm is robust enough at random
and compression attacks. So the algorithm is correct and can be used for protection of
audiosignals by embedding in binary watermarks of considered kind.
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