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Abstract
We study interaction protocols of software ums_hun lnull:_g:mw Server
system, utﬂmmmmmhmdwmwu problems. l-t:_ur
mnkkofmhmﬂmmohmpwmwuu_eeﬂumd or
utility, implementation and applicability. The logical level of system u_den;nd and
implemented algorithmically. The test application is the intrusion detection problem.

1. Introduction

mmningoalofth:mthpmjeciﬂcdmmﬂmrkedlmemgm}isthcduigno!‘a
Wmﬁuﬁmmﬁmammwhmwﬁn;nmﬁs.lmmof software

Agenis' communication and interaction become a major technical issue of such systems. Agents,
which behave autonomously, change their locations. New agents are appearing and others may
stop their functioning. Proper communication in this case requires a complete algorithmic model.
Similar to this is the known PKI system for security. Netint is a complex mobile environment
which is under the control ofusetufmwhuelhesecuﬁlymmmnnﬂysedmd
implemented by means of practical cryptography. The communication system provides
functionality, related to data bases (sniffing, log files) and data mining type of analysis and
decision support. Typical applications considered are the network management issues and
intrusion detection into the systems[1].

Netlnt is an extension of SPARTA (Security Policy Adaptation Reinforced Through Agents)
system designed within the 5th Framework Programme (FPS) of European Community
F;nom'ork Programme for Research, Technological Development and Demonstration, 2000-
2001.

2, System architecture

The system is basically organized as follows: NetInt agent platforms, or more simple Agent
suvcrs.minsmlledmanumbu'ofcomputeubindadlogcﬂmtoorgmizennemrk.m
computers on which the servers are installed are called nodes, Agent servers produce agents as

76
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wcllupamit-udmamgetgmu'mwsymmomsmdthcirmﬂiuﬁm Mobile
agents travel &om'mehoslmmrhamdpufmmtheﬂ:rudofaxmnims. They may assemble

operating system.

Fig. 1 outlines Netlnt agent-based system implemented in OMG MASIF standard[2].
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Fig. 1 An outline of functionality of NetInt agent-based system

NetInt agent system involves 3 subsytems:

a. AgentServer (AS), - the server is basically intended to provide tools to create, run,
receive and transfer agents.

b. RegistryServer (RS) - registration subsystem, where several service delivering
subsyslmumdtheircomponmtsmmginued.nhsubsystemulsopmvides
information on necessary agents and agent subsystems. It incorporates internal Certificate
Authorities (CA) center as well.

c. CodeBaseServer (CBS) - this server is mainly designed to provide agent software
codes, Whenevuthereisaueedlonmanagcnnthesystmseeksﬂuagmtsuﬁm
oodeonlhelocalcomputer.lnmethecodeisnmfolmd.ﬂwsyalemmquimthecode
from CodeBaseServer[3].
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Fig. 2 UML scheme of basic classes used in NetInt agent-based system

Sub-environments in the systems interact via Java RMI communication facility. The latter allows
a more effective usage of object-oriented programming (OOP) resources.

Software agents, in accordance with the base concept, should posses the following characteristics
1o ensure the proper functioning of the whole system:
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© Autonomicy — agen't ability to act by autonomous, i.e. without meddling of other
person or program;

o Mobility —- agent’s ability to travel within the network to search information
necessary for task execution;

¢ Interoperability ~ equal possibilities 1o interoperate between various software

agents;
o thﬂny—meabilityofanlganwperformthethmadofnm:ﬁmforwhichthe
agent is liable for;
(-] Flexlblﬂfy—agm’sabilitymminrespansemlhechangaor execution
environment
Agent interaction isthemajorfeﬂmthuweaddrmwhmmdemibemagmmmmunity.
Interaction means establishment a form of two-way dynamic communications between two or
momagenls,kyingtomchamuhnﬂyaccepublemmumimmﬂmmmﬁa
usedinmfmtosetsofmlestha:guideintmcﬁons.Innsimpleinmniouprowcolthe
agents claborate, accept, or reject proposals.

Agent interaction and coordination in a multi-agent system are based on procedure of exchanging
packets among agents. Fig. 3 depicts a pattern of data exchange among agens in an agent-based
system:

Network

Agent Server

IFENBSRANRRINNEN NN

| O

Agent Agent Agent

Fig.3 Data exchange diagram in an agent-based system

Data package transferring emerges in situations, when an agent tries to communicate to another
agent or to the system. Communication is to be differentiated into the internal (in & local computer
and in one Agent Server), local (in a LAN), and global (in a TCP/IP area). In the process of these
connections sender determines the address of the counterpart whom it chooses to send a message:
it establishes a session with the intended one and sends it a generated packet. In other cases
communication needs to apply to the Registry Server.

In the following we address the technical aspects of problems dealing with establishing
communications and data exchange between two participants. They can be categorized into that
type of problems, which are concerned with achieving secure communications in a medium
which is untrustworthy and subject to tampering by potential intruders. These interactions and
the consequent need for security, regarding a range of security features and levels, vary widely
from application to application. Such issues will be the focus of this study in a context of
communication security, which in turn is an issue related to agent community protection.
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intruder would not be able to trap or

. = unduafwmuldbemblewdmyhl\fh‘smﬂ!
Na.upu@hﬂoﬂ:emm should be able to prove that the message is precisely the one
sl 3% They basically employ
urther consider generic lic-key encryption algorithms. They basically employ a
;Fnir of k:;sﬁlach participant: g:eh of the keys is designated the pu!fh‘c key and may be
advertised as widely as the owner wants. The other key is designated the pnm{r_(umu key and
is never revealed to another party. It is used to decrypt messages. Suppose participant A wanis o
send a message 1o B. Denote A’s public key by pk(4) and secret key by sk(A). A message M
is encrypted first, by encryption algorithm E that uses the message :\f' and the pl:b!ie
key pk(4). The encrypted message (cipher text) E o{M}={M}u =C 18 decrypted with
the ﬂ.lsor“.hm D l.l.lins the Ilpplupli.al: secret kﬂf Dﬂ-t-ﬂtc} - {C‘.ﬂ,{) =M.
There are several problems in the usc of cryptographic systems, such as the problem P”.“y
distribution and secure transfer of keys via public net, establishment of intact communication
sessions, etc. The crucial mlehtperfmins&mcuﬁmisauigmdwkq&hm\wersﬁll not a
litle part has precise organization and application of communication pfmocols. A
communication /cryptographic/ protocol is a system of carefully defined actions designed so that
it provides interactions between two or more communicating parties according to one or another
set of functional /encryption/ requirements. If we refer to cryptographic algorithms as algebraic
and logical units that require appropriate theoretical background for proving their security, then
cryptographic protocols pmtwbesysmsmalmmhjecwdm logical analysis to prove their
security against malicious actions of the third party. To do these things, we need to make use of
appropriate formalisms, such as model checking and analysis. It is casicr to detect possible
attacks a priori knowing their scenario and having the protocol secureity proof against the
attacks. Security provision of a Protocol requires checking for occurence of all events, which is a
time and resource consuming procedure. CSP (communicating sequential processes) and FDR
(failures-divergence refinemen) prove 1o be fine tools to implement such analysis, where the first
is an appropriate tool to create formalism, and the second to perform global analysis. CSP is
used below in analysis of synthesised protocols, and some known results by FDR are taken into
account.

3. An outline of Crypto protocols

We shall now schematically explore several cryptographic protocols:
1. Simpe communication protocol:
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Suppose A knows the public key pk(B) omedmtstoaommunimammgeM
to B:
A->B: (Ml (> means sending (address : message))

({Mjyiz) means M encrypted by the key pk(B))
a. A encryptes message M as {M} 40s, =C and sends it 10 B,
b. B decryptes the encryted text C using his private key sk(B).
2. Public-key distribution protocol:
A->CA: B
CA -> A : (pk(B)}urcy

A is willing to obtain B's public key from Certificate Authorities (CA) center.

a. A sends B's name to CA's database, whi::himpliestbar.ﬁneedamw B's public
key.

b. CA encryptes pk(B) by its secret key sk(CA), i.e. signs it and sends to 4.

¢. 4 decryples the message from CA using CA’s key pk(CA).
Sevu-alopﬁonsmtvuilnblehem.Bmmdditspublickeyonhisowniniﬁmiw,i.e.
Bmsmdthekeysignedormypwd,ifitkmmzl'spubﬁckey.

For generality we shall also present key pair distribution protocol performed at session
set-up. Sincea.tﬂﬁsmgethachaundiswmplmdymmmdlheoﬂykmwnfwtis
CA center’s public key, then distribution of the key pair could be performed as follows:
SupposeAnwdstorecaivemmypﬁonkeypn&ﬁomCA. :

A->CA: A

CA -> A : {{pk(A), sk(A))1)arcy

& A requests the key pair from CA.
b. CA gauemuthepublicmdmetkeypuirpk(.!)ak(,ﬁ,enczyptsitwithanykey L
oflength n and sends itto A signed with his secret key sk(CA).
c A ismmedmlmowtbzkeyL,mdmvmiukeypairﬁnmﬂmcnuypmd
message upon its receipt.

3. Session set-up protocol:
A -> B: (k) pem

Suppose again that 4 has learnt (in a way) B's public key pk(B):

a. To initate a session A generates a key k at random to be used with a symmetric
aypmgnphicalgoﬁthm_ﬂmdmcrypuk“dthpk(.&) and sends it to B,
hﬂminunionkey&omﬂuencrypwdmmage.

c. Both parties encrypt messages during the session using their symmetric encryption key
which is already known to each of them,

4. Interaction protocols in multi-agent systems

The above-mentioned cryptographic protocols (there are a greatly many such protocols) are
exploited in agent-based systems to acheive secure data exchange between agents. They guide
and manage every interaction between agents. We propose interaction protocols that provide
sccure communications between agents, agent servers in a multi-agent system, based on the
cryptographic protocols mentioned above, A commentary on each protocol follows:
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hic and seceet ir. The protocol proceeds as follows.

wmufufmmmr clmdiupcnlpmpanﬁmkno“umdmww _!
agerncommunit)'-

4S->CA4- A4S

CA->A4S: [ {pk(AS) sk(AS) s
key pair. e ,
; ﬁ ﬂf::;ﬁum secret key pair pk(AS) sk(AS), encrypts it with the key
Lo;'lcngfhumds:ndsnw.-ls sigmdniihhissu.ﬂkeyskl(.-n. ‘ ,
¢ AS recovers its key pair b)‘dtﬂ'}'pﬁnsmcltcﬂvedmcmmdnkqs Land

AC).
2 woc:l(rmg or binding an encryption key pair 1o agent A by AgentServer (AS) at agent
creation slage.

AS->CA:4

CA -> AS : (phiA), sk{A)}pices

AS -> A : [pk(A). skiA)}

receiving A'sk ir.
:gwm p-“:‘ Pﬂa'l!%:md encrypes it by using AS's public key, and
itencrypted back to AS. :
ﬁd;mcwmihekeypﬁrﬁmﬂne::;ygudmmdpnmnwngmm
i - ocol berween agents A
;ufp::sl::l,:: :p re;:ﬂtd agent in gagml server and is willing to establish session with agent
B, having no knowledge of its public key and location.
A->AS:LOC(B)
AS have B (case of internal communication of agents)
AS-> A - (LOC(B))
A->B: [k}
B->A: [k}
SESSION
Else (global communication)
AS-> CA : LOC(B) (at this stage LOC(B) is just a text string as we see if)
CA -> AS :{LOC(B), pk(B)]uccts
AS-> A : {LOC(B), pk(B)}

A->B: (klum
SESSION - .
END
a. A asks AS for B's address.
b. Agent server AS checks whether B is located in its environment, if yes, then it sends
this address to 4.

¢. A sends B a key k generated at random which is referred to as the scssion key.

d. B decrypts the message and gets the session key.

¢. Both parties encrypt messages using symmetric encryption key constructed at the

session set-up, which is already know to each of the parties.
No encryption problem is created in this case, since messages are exchanged within a certain
system i.c. massages do not go through the non-secure network, consequently no third party can
reveal their secrets
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We now consider the case when agent B is located on another agent server, denoted as AS; .

' a. Agent A asks AS for B's address.
b.AScheckslgu:lB‘slouﬁunmdifitisnmlocamdwhlﬁnitscnvimnem,nmsmb!ic-
kcydimibmionprmoooltoukregisu'ym(mfwli‘s public key and address.
c.Mawmamssggewmﬁningﬂ‘slddmmdmpubﬁckey.sigmhwﬁhmkcy
5k(CA) and sends 1o AS.

d. AS decrypts the message and sends its contents to A. =

¢. A generates & key k (session key) at random, encrypts it with pk(B) and sends it to B,
ﬂTheumesaqna.b.c.d.mperformedbmeIumA‘saddrm&omasemm AS;
gﬂsmmiuumussionkcyhnndsendshtog:tberwﬁhlhekéyi,prc\-ioﬁslysem
by A, back to A encrypted with pk(A).
hUponmeeiptAdeuyputhcmam;emdmomlhzmﬁmkcyh,whichmdsbuk
o B.
i.Bnthpmﬁaaﬁmﬁutcwchuﬂmmdmmmmusingsymmmﬂcmm?pﬁm
key pair k k; established at the session set-up, which is already known to each of them.

4. Agent A from agent server AS to agent server AS; transfer protocol
A -> AS: MOV(AS)) : X
AS -> CA.: LOC(AS)) :

CA - AS : {LOC(AS)), pk(AS}) }iircn)
AS -> ASy ! {k}prasiy

AS; -> CA : LOC(AS)

CA -> AS, : {LOC(AS), P(AS)} urcy
AS;-> AS: {k, ki}ons

AS -> AS; : (ki) priasy

SESSION

a. Agent A asks AS for transfer to AS,.

b. AS runs public-key distribution protocol to ask registry server (RS) for AS,’s address
and public key. o

c. RS creates a massage with AS;'s address and its public key, signs it using secret key
5k(CA) and sends to AS.

d. AS decrypts the message, generates a session key  at random, encrypts it with AS;'s
public key pk(AS,) and sends it to AS;.

€. AS; repeats the steps taken in b.c.d. to request RS for AS’s address and publickey

L. AS; generates its own session key k; and sends it together with the key k, previously
sent by AS, back to AS encrypted with pk(4S).

g. Upon receipt A decrypts the message and recovers the session key k; which sends to B,

h. Both parties authenticate each other and encrypt messages using session symmetric
encryption key, which is already known to each of them.

i. Finally AS sends agent 4 to AS}, and upon reception AS) registers its new address in RS.

Comment: There is a slight weakness in security here. For example an agent, which has been
removed and added again, can be removed yet another time by a replay attack. We choose not to
do anything about this rather minor probiem, which could be solved by including the nonce into
thé part, which is signed. It is the responsibility of local CA to make sure that no certificate is
added more than once. The methods of CA are secure enough, such that they could in principle
be remotely callable.

Comment: The methods of protocols have a significant overhead. This is mainly because they
involve a high number of cryptographic calculations. This is no big problem since they are very
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cwnm i CSPmdFDqu,pﬁedforcbnckiummity:Jo&uﬁsxm
4 2 byudngdatwollm that not only
dpnﬂm[ﬂ.Achecku:i”smonwmwlmmedm blove the proiar

powllikemhm“ithFDRwhl\twhﬂldmde.kofWIlwmdu(m
T:dm)ﬂmM(Cmu)udmmwmmmﬂmmmh@m.

‘d.thempﬁmandshnihrmﬂbcmodelldusymbohcolﬁ_cca:“
consists of various co:mam we will need,

Na |Nb| Ne|
pld | pkB | piC |
skA | skB | skC |
AtoB | Brod | Cmessage
‘lhetneracteomsinsmiolmwlluﬁm of constants, uﬁichunlge collected together into sets
forlneruu.Tbeﬂmeidmﬁtinmdmﬂnuofﬂnuodu\wwdlluermtasmljnhle.plm
m{Cm)lhrtheinuudﬂmmuﬁmitmummﬂm.
nodes= (Alice, Bob, Cumeron}
publickey = (pkA, pkB, pkC)
secretkey = {skA, skB, skC}
nonces = {Na, Nb, Nc}
sessmess = [AtoB, BtoA, Cmessage}

Almost all possible actions for both parties are modeled. For example, both Alice and Bob can
cither act as an initiator of the protocol (Send) or as the responder (Resp). -

User(id,ns) = if ns == <> then STOP else
Send(id,ns) [] Resp(id.ns)

In a similar manner intruder actions are constructed.

Equally, we would expect the intruder to be unable to learn the secrets AtoB and BtoA, since
these are never revealed to Cameron deliberately. The spy or intruder can hear whatever passes
between Alice and Bob, can interact with them as Cameron, and can intercept and fake
mmgcs.Suchd.miuloobulkytobewvaedherundmudlmomdemilscouldbefoundin[S]

Based on check results appropriate changes have been made in the protocol (not only the session
key but also the sender name should be transferred), which makes a good background to assure
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ﬂmmwuldmmemmmmmﬂaﬁmmlmmmiuﬁnm
media, without running a risk of intrusion.

5. Netlnt software

Fig. 4 Interface of Netlnt agent system menagment

Neﬂmugentsystunmmmgmmim:rfaneincludesthefoﬂoﬁngmainpam.ﬁﬂeﬁpmmﬁhe
interface presents AgentServer of current node with its agents and places. The main tools that
mahlemmgment{nmfmove)oflsmninthcsymmlomeduthemp.'l‘hebommpm
of&nintwﬁcepmvidudnhmthengmtmphumhuagmmmimumﬁonﬁme
andthemcofimmwr.nmﬁmqmmmoﬂhesymm.mdwﬂipﬁms,m.ﬁedgm
part of Intufacedisphyskegisgﬂmufﬂeth;i.e.thewholeNetmagmtm.
ThetypeAaBnﬁsusedmmwemdumpmminNﬂmuymAﬂaminthemrk
minheﬂwdﬁomlhistypnmebuicmﬁhodsmpnmiblefmmmpomﬁonofqmm
getNexlLocation, getlocation and, move, as well run method which is called during
initiation stage,

The Crypto_Methods type is implemented for generating and distributing the public and secret
keys as well as for encrypting data. The following functions KeyPairGeneration, GetKeys
Message Encryption, Message Decryption, RSASignature,
Message_Encryption_and_Sign, Signature Verification, respectively, are wused in
Crypto_Methods to perform these procedures. 7
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