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1. Introduction. SAFER+ is one of the block ciphers of SAFER family
proposed by Prof. James L. Massey together with Prof. Gurgen H. Khaahat
and Dr. Melsik K. Kyuregian. It is a 128 block size encryptioroddgm with
three different user-selected-key lengths, namely 128, 192 and 25&RSAF
was submitted as a candidate for the Advanced Encryption Staddzs)l [3]
and was subsequently adopted for use in the challengeisespatity authen-
tication scheme in the Bluetooth protocol for wireless commtiaita [5]. In
this paper some modifications of SAFER+ algorithm are propossdlting
about 1.%imes faster algorithm implementation on ARM platform.

2. Brief description of SAFER+ algorithm. SAFER+ is a 128-bit block
cipher. InFig. 1 the encryption structure of the SAFER+ algorithm is intro
duced.
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Output ciphertext (16 bytes)
1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16

Fig. 1
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The 16 byte plaintext block passes throughé rounds of encryption for 128

bit key andr =9 rounds of encryption for 256 bit key. In each round of
encryption two subkeys are used. These round subkeys,....,K,,,) are
determined from the user-selected kKy according to the key schedule of
SAFER+. The details of the key schedule structure are inteodinc[3]. The

last subkey K, ,, is “added” to the block produced by therounds of
encryption in the manner that the bytes 1, 4, 5, 8, 9, 12, 13 and 16 are added

together bit-by-bit modulo two (the bitwise “exclusive-or” opemafiwhile the
bytes 2, 3, 6, 7, 10, 11, 14 and 15 are added together modulo 256 (“byte

addition”). This “addition” of round subkeyK, ,, constitutes theoutput
transformationfor encryption and produces the ciphertext block of 16 bytes.

The input for decryption is the ciphertext block of 16 bytes. Tleyg&on
begins with theinput transformationthat undoes theutput transformatiorin
the encryption process. At first the round subkey,, is “subtracted” from the
ciphertext block in the manner that the round subkey bytes 1,84,9%,12, 13
and 16 are added together bit-by-bit modulo two to the corresponding ciphertext
bytes while the round subkey bytes 2, 3, 6, 7, 10, 11, 14 and 15 are subtracted
modulo 256 from the corresponding ciphertext bytes. The result of'dbb-
traction” is the same 16-byte block as was produced fromr theounds of
encryption before the output transformation was applied. Tock bhen passes
through ther rounds of decryption, the round of which undoes the round
r-i+1 of encryption, where=12,..r. After the roundr we obtain a
plaintext block. Note that the round keys for decryption areséime as those
for encryption but are used in reverse order.

2.1 SAFER+ encryption round. The SAFER+ round schema is given in
Fig. 2. The first operation within the round<i <r , is the “addition” of the
round subkeyK,,_; to the 16-byte round input in the manner that the bytes 1, 4,

5, 8,9, 12, 13 and 16 are added together bit-by-bit modulo two while the bytes
2,3,6,7,10, 11, 14 and 15 are added together modulo 256. The 16-byte result
of this “addition” is then processed hynonlinear layelin the manner that the

value x of byte j is converted tce45 mod 257 for bytes j =1,4,5,8,9,12,13,1
(with the convention that wher=128, then 45* mod 257 25! is represented
by 0), while the value X of byte j is converted tolog,,x for bytes
j=2,3,6,7,10,11,14,1 (with the convention that whem=0, then the output
log,; O is represented by 128). The round key is then “added” to the output

of thenonlinear layerin the manner that the bytes 2, 3, 6, 7, 10, 11, 14 and 15
are added together bit-by-bit modulo two, while the bytes 1, 4, 5, 8,93
and 16 are added together modulo 256. The 16-byte result of this “addition”

X=X %0 %0 %0 % % %0 %0 % %o X %o %o %o %o K
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Fig. 2
is then postmultiplied by the matrid modulo 256 to give the 16-byte round

output

Y[V Yo Y Yo Yo Yo Yo X % Yo Yoo Yo Yo Mo Yo Y

in the manner

y = MX,

where M is the following16x 16 matrix
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16 8 1 1 2 2 1 1 4 4 2 1 4 2 4 2

8 4 1 1 1 1 1 1 2 2 2 1 2 1 4

o

This operation gives

Ya =X+ X%t AX+2X+ 2+ 2x+ Ax+ 2%+

+16% + 88X+ AX,+ AXpt 2t Xt Xt X
(where the arithmetic is modulo 256) as follows from the secolincoof the
matrix M . Multiplication by matrixM providesthe linear layerof the round
that consist of the cascade &-PHT and 3 times Armenian shuffle”+2-PHT
operations. Armenian shuffleis the coordinate permutation [9, 12, 13, 16, 3,

2,7,6,11,10, 15, 14, 1, 8, 5,44d 2-PHT is Pseudo-Hadamrd matr(xi ﬂ

that has as an input 2 bytés,a,) and as an outpui2a +a,,a + a,) 2-bytes

over the ring of integers modulo 256 (all operations are modulo 256).

2.2. SAFER+ decryption round. In the decryption round of SAFER+
simply inverts in reverse order the operations from the eroryppund. Thus,
the first operation in the decryption round is to postmultiplyl&éyte round
input

Y[V Yo Yoo Yo Yoo Yo Y ¥ %o Yo Yo Yo Yo Mo ¥s M

by the matrixM ™, which is modulo 256 inverse d¥1 , to give the 16-byte
result
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X=X %0 %0 %0 % % %0 %0 % %o X %o %o Xo %o K
in the manner

X=yM™,

where matrix M ™ is the 16x16 matrix (-i denote 256-i in modulo 256

arithmetic)
2 2 1 2 1 -1 4 8 2 4 1 -1 1 2 1 1
4 4 -2 4 -2 2 -8 16 -2 4 -1 1 -1 2 -1 [
1 -2 1 -1 2 4 1 -1 1 -1 1 -2 2 -2 4 18
2 4 2 2 2 4 -1 1 -1 1 -1 2 -4 4 -8 16
1 -1 2 4 1 -1 1 2 1 2 1 -1 4 -8 2
11 2 4 -1 1 -1 2 -2 4 -2 2 -8 16 -4 ¢
2 4 1 -1 1 -2 1 -1 2 -2 4 8 1 -1 1 {2

M™=|2 4 2 1 1 2 1 1 -4 4 -8 16 2 2 -2 @
1 -1 1 -2 1 -1 2 -4 4 -8 2 -2 1 -2 1 1
11 1 2 -1 1 -2 4 -8 16 -4 4 -2 4 -2 P
1 2 1 1 4 8 2 2 1 -1 1 -2 1 -1 2 {4
12 -1 1 -8 16 4 4 2 2 2 4 -1 1 -2 4
4 8 2 -2 1 -2 1 -1 1 -2 1 -1 2 -4 1 1
8 16 4 4 2 4 2 2 -1 2 -1 1 -2 4 -1
1 -1 4 8 2 2 1 2 1 -1 2 4 1 -1 1 {
2 2 -8 16 4 4 2 4 -1 1 -2 4 -1 1 -1 P

For instance, these operations give

Xo=—4Y, +4Y,= Yot Y, = 2Vt Ay~ 2y + 4y~

—8Y, +16Y30 = Yt 2Y1,~ 2Yist 2V~ Vigt Vs

The round subkey,, ,., is then “subtracted” fronx in the manner that the
round subkey bytes 1, 4, 5, 8, 9, 12, 13 and 16 are subtracted modulo 256 from
the corresponding bytes of while the round subkey bytes 2, 3, 6, 7, 10, 11, 14
and 15 are added bit-by-bit modulo 2 to the corresponding bytes Dhen the
16-byte result of this “subtraction” is then processed nonlinéarthe manner
that the valuex of byte | is converted tdog,, x for bytes j =1,4,5,8,9,12,13,1
(again with the convention that wher=0, then the outputlog, X is
represented by 128), while the valxeof byte j is converted to45* mod 257
for bytes j=2,3,6,7,10,11,14,1 (again with the convention that wheq=128,
then 45** mod257= 25! is represented by 0). The round ke&y, ,,, is then

“subtracted” from the 16-byte result in the manner thatrdb@d subkey bytes
1,4,5,8,9, 12,13 and 16 are added bit-by-bit modulo 2 to the corresponding
input bytes while the round subkey bytes 2, 3, 6, 7, 10, 11, 14 and 15 are
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subtracted modulo 256 from the corresponding input bytes to obtait6the
byte round output.

3. Some modifications of SAFER+. We propose three major modifications
for SAFER+. They concern both nonlinear and liner parts of algorithm:

1. As it can be seen from Fig. 2, for SAFER+ algorithm exp boas wsed
for 1, 4,5, 8,9, 12, 13, 16 bytes while log boxes were used for 2, 3, 6, 7,
10, 11, 14, 15 bytes. Here we propose to use exp boxes for 1, 2, 3, 4, 9, 10,
11, 12 bytes and log boxes for 5, 6, 7, 8, 13, 14, 15, 16 bytes.

2. Itis clear from Fig. 2, that the liner part of algorithrartt so-called 2-PHT
operation. We propose to start the liner part from shuffling otsyt
immediately. As such in this case we will have 4 times oé Isytuffling
instead of 3.

3. We propose to use [7, 12, 9, 14, 5, 8, 13, 10, 11, 4, 3, 6, 15, 2, 1, 16]
“Armenian shuffle” instead of [9, 12, 13, 16, 3, 2, 7, 6, 11, 10, 15, 14, 1, 8,
5, 4]. As the result of the last two modifications we will @@ompletely
different liner transformation matrix.

The properties of #s¢ modifications are analyzed in detail in the next section.

4. The result of the modifications. Firstly a differential cryptanalysis of a
modified version of SAFER+ has been implemented. The attack teyatiffal
cryptanalysis on arr -round cipher relies on being able to findral round
differential whose probability is substantially greater than thesrage

probability of such a differential, which iezzl%_lzzﬂs for a 16-byte block

length, i.e. for any selected key afterl round differential the probability is

smaller then2™?. Providing the count of rounds of SAFER+ we have analyzed
all the possible “highly probable” 5-round and 8-round differentialrsh@ee
[2]) and have found that due to second ahdkdt modifications their

probabilities are substantially less thait?® and 272°° correspondingly then
before modifications, but the count of rounds before and after meafins
stays the same i.e. afte=6 andr =9 rounds by differential cryptanalysis it is
impossible to find out master key used in the algorithm. Seconahen
implementing a SAFER+ algorithm on ARM platform due to thedified
version it is possible taor four bytes simultaneously, which was impossible
with a regular SAFER+. The first modification alshortens the count of
operations on ARM platform in the liner part of the algorithm structure
(multiplication by matrix). As such the main result of these modifications is
that SAFER+ will rur=1.7 times faster on ARM platform.

5. Conclusion. In this paper three major modifications of SAFER+
algorithm are implemented resulting an increase of the speatdgofithm
implementation otARM platform about 1.7 times In addition it is shown that
these modifications will not affect the security of SAFER+.
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K. M. Kyuregyan
Some M odifications of SAFER+

Some modifications of SAFER+ encryption algorithrh SAFER family are
presented. After these modifications SAFER+ stagsuse against differential
cryptanalysis, but these modifications make SAFERyerithm implementatiorl.7
times faster on ARM platform.

£. U. Ynipbpub
SAFER+ hwlwljuipgh npny Aiwthnjunipiniibtkp

Ubkpjuyugws L SAFER puwmwuhphtt wwuwnlwunn SAFER+ Sswédluqpuljui
hwdwlwupgh npnp dbwthnfunipmnitbp: Ywwnwnpdb) b nhipkighwy dEpnisnipintt,
husp gnyg k wydk), np SAFER+swsljuqpuljuts hwdwljwupgp wyn dbtwithnjunipiniiitphg
htinn tu Yuynit b nhdbpkughw) dEpndnipjut tjuwndwdp b ounphhy wyy dbw-
thnjunipniiibph ARM yjuindnpuh Jpu =1, 7 waquid wkh wpwg E:

K. M. Kiopersin
HexoTtopbie mogudukanuu SAFER+

[pencraBieHsl HEKOTOPbIE MOAMMUKAIMH KpUNTOrpaguIecKoil crcTEeMbl
SAFER+u3 cembn SAFER.I[IpoBenennslil nuddepeHnnanbHbIii aHaIN3, OKa-
3aj1, 4To mocie >tux Monupukanui cuctema SAFER+Taxoke ycroiiunBa mo or-
HOmeHuto kK auddepeHnranbHoOMy aHaau3y u onarogaps i SAFER+Ha mutat-
¢dopme ARM B =1.7pa3a ObicTpee
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