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1. Introduction. Often there are situations when we need to protect some
critical information called key. People cannot remember ographically
secure keys, so it is a good idea to use physiological &satira person (e.qg.
fingerprints, palm prints or palm veins) to provide an accesthis kind of
information.The authentication based on biometrics is a veod gnechanism;
however, such authentication technology needs large storage adtbhodata,
which appears to be the drawback, and also there is a risk vaftepriata
leakage and identity theft. It is a big issue, becausedti@mtharacteristics are
inherent to a person and once lost,they would never be refreshed.

Biometric template protection schemes [1] that are combimypmiography
with biometrics are considered to be a promising solution to above.issies
work we consider the palm veins as this kind of biometrics.Expats on
CASIA database [2] show that the minutiae features extraated galm veins
are discriminating features in the hand vein images.

Many famous biometric template protection schemes have been proposed
such as fuzzy commitment scheme [3], fuzzy vault scheme rid] fazzy
extractor [5]. Among them the fuzzy vault scheme proposed by hetSwan
[4] has become one of the most popular key-binding approaches, because i
provides effective and provable security for biometric textepprotection. The
scheme introduced by A. Juels and M. Wattenberg [3] is not amdariant,
which is the weakest point of the algorithm described in [3]abse the data
extracted from the biometric template is not in the same order for theypest t
of biometrics. In contrast, thuzzy vault scheme has a property of order
invariance.

The rest of this paper is organized in the following manner. liosezthe
construction of fuzzy vault scheme is discussed. In section 3 thg Haxlt
scheme for palm veins is proposed. In section 4 some experimesiiits of
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fuzzy vault scheme’s implementation are introduced. Finallyseation 5,
conclusions are given with some discussions.

2. Fuzzy Vault SchemeéAs it was mentioned above the fuzzy vault scheme
provides an effective and provable security for biometric template protedfion [
and has a property of order invariance. So it suits the bestfquurpose. Let
us briefly introduce that scheme.

Let F be a finite field of size n and biometric templat¢hef user can be
written as follows:X =(x,X,....,x,) , where 0i =1...s:x OF . Let us denote the

secret polynomial byp(x). The degree ofp(x) is k=s-t-1, wheret<sand
coefficients of p(x): p, OF . Let r O{s+1,...n}

Locking algorithm
1. Having p(x) of degree we evaluate it on the points of biometric.

Let: y, = p(x)0i=1...s.
2. Chooser -s distinct random points from FX so called chaff points:

Xopgroo- X, -
3. Choosey, [0 F such thatdi =s+1...r :y, # p(x )

4. Construct vault:v ={(x, v,) (%, ¥,).-.(% ¥ )} -

Unlocking algorithm
1. Let we have new biometri&' =(x,X,....X,) , wherei =1...s: X OF .

2. Having vault vV, constructed by locking algorithm, the secret
polynomial can be reconstructedXf has at leass—-t common points
with the original biometricX , using Lagrange interpolation or Reed
Solomon codes.

3.Implementation of the Fuzzy Vault Scheme for palm-veins.

3.1. Extraction of biometric data from palm-veins. The vein pattern can be
well represented by a number of critical points referrechiasitiae points. The
branching points and the ending points in the vein pattern skeletoe ianag
the two types of critical points to be extracted. Ending pdiete are mainly
ending points of vein skeleton curves that placed at the efigegion of
interests (ROI) and resulted from the cropping of hand image whtkEning
ROI. Although these ending points are not real ending points of vepalom
they are taken because they contain geometrical information digoshape of
the skeletons of the vein pattern. As for bifurcation poihisy fare the junction
points of three curves. Fig. 1 illustrates some of bifizoadnd ending points
on vein pattern’s skeleton representation.Experiments on CASIA dat§Ph
show that we can extract on average 25 minutiae points fromveacpattern,
including 10 bifurcation points and 15 ending points on average for eatch v
pattern. This quantity of minutiae points is quite enough for our purpose.
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Fig. 1. Some of bifurcation points and ending poarte marked by red circle:

3.2. Implementation of fuzzy vault based on the extracted data. The
experiments were carried on the database of palm-veins CAZIAThis
database has been acquired using a contactless imaging @edibas images
from 100 users. Six images were acquired from each user andirtiesgpes
were acquired in two different data acquisition sessionsgthnages in each
session) with a minimum interval of one month. Since palm vaiasmost
visible under 850 nm wavelength illuminations, only the images undse the
wavelength illuminations are chosen.

Encoding.The biometric template X, discussed above, is construciad us
x and y coordinates of minutiae points. In the current implementasion,
randomly generated secret S is 120-bit random key, which is uged fo
constructing the secret polynomial p(x).

For each degree of the polynomial n in range [5, 12] and the numiber of t
minutiae pointss =25, the chaff points were taken r-s= 200.

From this point on, all operations take place in Galois field2'&F(e
concatenate x and y coordinates of a minutiae (5-bits edeh) g0 arrive at
the 10-bit locking/unlocking data unit u.

In enroliment phase mosaic matching [9] was used on 5 templatebea
last one was used for verification.

Decoding. Here, the user tries to unlock the vault V using the query

minutiae. Assume we have s query minutigeX')and u;,uj,...u, are the

S

points to be used in polynomial reconstruction. These points are foyund
comparingu, , i = 1, 2... s. with the values of the vault V, namely v,,...,v;. If

any yis equal tovy, v,,...,V;, the corresponding vault pointis added to the list of
points to be used. Assume that this list has m points,wheter. Now, for
decoding a n-degree polynomial, n + 1 unique projectionsare necedéary
have to find all possibl€"™" combinationsofn + 1 points, among the list with

size m. For each of these combinations, we construct therigegnaterpolating
polynomial.

If the query minutiae lisfX') overlaps with template minutiae li§K) in
at least(n+1) points, for some combinations, the correct secret willdooded.
This indicates the desired outcome when query and template palm-vein are from
the same palm.

4. The results of the experimentsBelow the results of the tests on the
palm-vein database are attached. There are six imprinte afaime palm-vein
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and five of them were used to enroll the user (using mosdithing) and the
last one was used to verify if the user had passed the authentication.
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Fig. 2. Error rate curves of palm-veins fuzzy vaaheme.

5. Conclusion. In this paper we have presented the results of actual
implementation of the fuzzy vault using palm-vein minutiae datperiments
on CASIA database show that we can extract on average 25mipoiras
from each vein pattern, including 10 bifurcation points and 15 ending points on
average for each vein pattern.This quantity of minutiae pasmtenough for
120-bit key generation and for the practical accuracy of teeesy (FAR <
0.01). Compared with fingerprint based schemes the FRR of thisns)is
lower, however there are other benefits of this biometgash as stability of
the vein patterns over a long period of time and, what is more iamport
invisibility to the human eyes (what makes it much harder to copy the f&ature
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Palm-Vein Based Fuzzy Vault Scheme

Fuzzy Vault is one of the most popular bioneetncryption schemes, which aims to
encode users’critical information in such a wayt thaly the legitimate users are able to
access it.

In this paper, the template protection schésneombined with biometrics, which
results a provable security for the key bindinglyen. In particular, in this paper the
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approach for constructing a fuzzy vault schemetlier palm veins is presented. The
proposed fuzzy vault scheme has been implementbteated on the publicly available
database of palm vein patterns derived from infte&seanner. The results are presented
in the last section of the paper.

U. U. 2hpbdjuiy, U. Z. Qhjuiywi, wjunbdhlnu <. Z. vwsywnpul,
2. Q. vwupljjut

Qtnph wihh Epulukph ypw hpdtws «ns hunwlp» wyyuhngutph
upjubdw

Ny hunwl wwhngubph vjubdwt swsjugpiui wdkiwhwynuh vjubkdwbphg &, npp
yuwunwl b swsuqpl] oguuugnpdnnh Juplnp hudnpdwghwt wyhybu, np dhuyh
ophttwjw oqunugnpénnubpp unwhwt npub hwuwukhnipniu:

Uju hnpJuénid swpntttkph yuonwuwinipju qunuthwupp dhwynpjuws k YEuuw-
suthwljul punipwugpbph htin, husp phpnud £ pupdp widunwignipyuip pubwn jgdw
huugph hwdwp: Uwubwynpuybu, wyju hnpuénd  ukpjuyugduws bt dknph wthp
Epuwyutphg vnwugdws punipugptph hhdw Jpu «as hunnwlp wwhngubph ujubkduygh
Jurmigdwb dkpnnyp: Unwowplus upubdwb hppwluwgyty kp spugpuyhtt b phutnw-
Ynpyt] pwg hwuwbbjhnipjui dby quuynn dtoph wihh Gpuwlubph pwquyh Jpu:
Upmyniupubipp tbpuyugdus bu wyju hnnjwsh yhipehtt puudunid:

C. C. Ynpemsn, A. A. IxuBansH, akageMuk I'. A. Xauarpsn,
O.T. Xacukau

Cxema “HeueTKHMX XpaHWJIHIL , OCHOBAHHASI HA BEeHAX JIAJJOHH

Cxema “HEYeTKMX XpaHWUIUII — OJHA M3 CaMBIX MOMYJLIPHBIX CXEM IIHU(PpPOBaHU,
LEJIBI0 KOTOPOW SIBIIACTCS KOJMUPOBAHHE BAXKHOW HMH(POPMAIMU IMOJIB30BATEISI TAKHM
00pa3oM, 4TOOBI TOJIBKO JICTaJIbHBIC MMOJIH30BATEIH UMEITU TOCTYII K HEH.

Cxema 3amuThl MAOJOHOB HCIIOJB3YETCS BMECTE C OMOMETPUYECKHUMU JIaHHBIMHU,
YTO MPHUBOAMT K BBICOKOH 0Oe30macHOCTH MpoOiIeMbl CBsA3bIBaHMs Kiroua. [IpencraBicH
METOJ] MOCTPOCHHS CXEMBbl “HEYCTKHX MHOXECTB” JJisl BEH JamoHH. [IpencraBlicHHAS
cxeMa ObUIa NPOTPaMMHO peaii30BaHAa M MPOTECTHPOBAHA HA HAXOJAIICHCS B
OTKPBITOM JOCTyre 0a3e BeH JafoHel. Pe3ynbTarhl NpenCTaBiIeHbl B IOCIETHEM
paszerne CTaThy.
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