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MATHEMATICAL MODELING AND QUANTITATIVE SECURITY
ASSESSMENT OF HARDWARE-BASED CRYPTOGRAPHIC SYSTEMS
FOR RESOURCE-CONSTRAINED IOT DEVICES

This paper presents a comprehensive mathematical framework for modeling and quantitatively
assessing hardware-based cryptographic systems in resource-constrained Internet of Things (IoT)
devices. We propose novel lightweight cryptographic algorithms optimized for minimal power
consumption, memory footprint, and computational overhead while maintaining robust security
guarantees. Our mathematical models incorporate energy consumption analysis, security margin
calculations, and performance-security tradeoff optimization. We implement and evaluate three
cryptographic primitives: a lightweight AES variant (AES-128-L), an optimized Elliptic Curve
Cryptography implementation (ECC-163), and a hardware-accelerated hash function (BLAKE2s-HW).
Experimental results on ARM Cortex-M4 and RISC-V platforms demonstrate 47% reduction in energy
consumption, 62% decrease in memory usage, and 35% improvement in throughput compared to
standard implementations, while maintaining 128-bit security level. Quantitative security assessment
using formal verification and side-channel analysis validates the resilience of the proposed schemes
against various attack vectors.

Keywords: 10T security, lightweight cryptography, hardware acceleration, energy optimization,
mathematical modeling, quantitative security assessment, resource-constrained devices.

Introduction. The proliferation of Internet of Things (IoT) devices has
revolutionized modern computing, with an estimated 75 billion connected devices
expected by 2025 [1]. However, these devices face severe resource constraints
including limited processing power (8-32 MHz), memory (4-256 KB), and energy
budgets (coin-cell batteries) [11]. Traditional cryptographic algorithms designed
for general-purpose computers are unsuitable for such constrained environments,
creating critical security vulnerabilities.

This research addresses the fundamental challenge: How can we design
hardware-based cryptographic systems that provide provable security guarantees
while operating within stringent resource constraints? We develop mathematical
models that formalize the relationship between security strength, energy consumption,
execution time, and memory requirements. Our quantitative assessment framework
enables systematic evaluation and optimization of cryptographic implementations
for 1oT platforms.
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The main contributions of this paper are:

1. A mathematical framework for energy-security tradeoff analysis.

2. Three optimized hardware-based cryptographic algorithms.

3. Quantitative security assessment methodology using formal methods.
4. Comprehensive experimental evaluation on multiple IoT platforms.
1. Mathematical framework

A. An Energy consumption model

The energy consumption E for a cryptographic operation is modeled as:

E=oV>CfN+ p1

where o is the dynamic power coefficient; V - the supply voltage; C - the switched
capacitance; f - the clock frequency; N - the number of cycles; B - the leakage
coefficient, and I is idle current. This model captures both dynamic and static
power consumption [7].

B. Security strength quantification

Security level S is quantified using attack complexity:

S = lng(min(Cbmte, Cd{[ferential, Clinear))y

where C represents computational complexity of various attack types. The
cryptographic system is considered secure if S > 128 bits [13].

C. Performance-security tradeoff optimization

We formulate the optimization problem as:

minimize @(E, T, M) subject to S > 128 E < Emax, T < Tmax, M < Minax,

where ¢ is a cost function combining energy E, execution time T, and memory M,
subject to security constraints and resource limits.
II. The proposed cryptographic algorithms
A. Lightweight AES-128 (AES-128-L)
We propose an optimized AES variant with hardware-specific optimizations
including on-the-fly key schedule generation and S-box table compression.
Algorithm 1: AES-128-L Encryption
Input: plaintext P, key K Output: ciphertext C
cstate— PP K
: for round = 1 to 10 do
: SubBytes HW(state) // Hardware S-box
: ShiftRows(state)
: if round # 10 then
: MixColumns_Opt(state) // Optimized
rend if

~N N BN~
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8: roundKey < KeySchedule OTF(K, round)
9: state «— state @ roundKey
10: end for
11: return state as C
Complexity Analysis. Time complexity O(1) for hardware implementation
with parallel operations. Space complexity O(176) bytes for round keys. Energy
complexity O(N-f), where N= 1040 cycles.
B. Optimized elliptic curve cryptography (ECC-163)
ECC-163 operates on binary field GF(2'®®*) using polynomial basis
representation with hardware-accelerated point multiplication.
Algorithm 2: ECC Point multiplication
Input: scalar k, point P on curve E Output: Q = kP
: Q « O (point at infinity)
:R«P
:fori=0to 162 do
:if k[i] = 1 then
: Q <« Point Add HW(Q, R)
cend if
: R « Point_Double HW(R)
: end for
: return Q
Complexity Analysis. Average time complexity O(163-(m-A + D)) where A
and D are costs of point addition and doubling, m = Hamming weight of k. Space
complexity O(326) bytes for coordinates. Provides 80-bit security level.
C. Hardware-accelerated BLAKE2s (BLAKE2s-HW)
BLAKE2s-HW implements a 256-bit cryptographic hash function optimized
for 32-bit ARM processors with hardware acceleration for mixing operations.
Algorithm 3: BLAKE2s-HW compression
Input: state h, message block m, offset t Output: updated state h'
: v « Initialize(h, IV, t)
:fori=0to0 9 do// 10 rounds
:G_HW(v, 0, 4, 8, 12, m[o[i][0]], m[o[i][1]])
:G_HW(v, 1, 5,9, 13, m[o[i][2]], m[o[i][3]])
:G_HW(v, 2, 6, 10, 14, m[o[i][4]], m[o[i][5]])
:G_HW(v, 3,7, 11, 15, m[o[i][6]], m[o[i][7]])
:G_HW(v, 0, 5, 10, 15, m[o[i][8]], m[o[i][9]])
:G_HW(v, 1, 6, 11, 12, m[o[i][10]],m[c[i][11]])
:G_HW(v, 2,7, 8, 13, m[o[i][12]],m[c[i][13]])

O 0 3 N L B W N —

O 0 3 N L B W N —
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10: G_HW(v, 3,4, 9, 14, m[o[i][14]],m[o[i][15]])

11: end for

12:h' < h @ v[0..7] © v[8...15]

13: return h'

Complexity Analysis: Time complexity O(n) for n-byte message with 10
rounds per 64-byte block. Space complexity O(256) bytes. Hardware acceleration
reduces cycle count by 40%.

111. Comparative analysis

We compare the proposed algorithms against standard implementations
across multiple metrics relevant to IoT deployments.

Table 1
Cryptographic algorithm comparison
. Key Size Memory Energy Throughput Security

Algorithm (bits) (KB) (uJ/op) (Kbps) (bits)
AES-128 128 8.2 42.5 185 128
AES-128-L 128 3.1 224 250 128
ECC-256 256 12.5 156.8 12 128

ECC-163 163 4.8 68.2 28 80
SHA-256 — 6.4 38.6 142 128
BLAKE2s-HW — 2.4 23.1 192 128

Table 1 demonstrates that our proposed algorithms achieve significant
improvements: AES-128-L reduces memory by 62% and energy by 47% while
increasing throughput by 35%. ECC-163 achieves 56% lower energy consumption
compared to ECC-256 while maintaining adequate security for most IoT applications.
BLAKE2s-HW shows 40% reduction in energy with 35% higher throughput than
SHA-256.

Table 2
Platform-specific performance metrics
Platform Clock Freq. (MH?) AES-128-L Cycles Energy/Block (uJ)
VisionFive 2 (RISC-V) 1500 685 14.2
nRF9161 (ARM M33) 64 1,040 22.4
ESP32-S3 (Xtensa LX7) 240 892 18.6
Arduino Uno

(ATmogad28P) 16 2,845 42.1

Table 2 shows platform-specific performance variations. ESP32-S3 with
vector processing extensions achieves excellent performance with 892 cycles per
block. VisionFive 2's quad-core RISC-V architecture delivers superior throughput
with only 685 cycles. nRF9161 benefits from ARM TrustZone hardware acceleration
for cryptographic operations. Even on the resource-constrained 8-bit Arduino Uno,
our algorithm remains practical with 2,845 cycles and 42.1 wJ per block.
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1V. Quantitative security assessment

A. Cryptanalysis resistance

We evaluated resistance against primary attack vectors:

* Differential cryptanalysis: AES-128-L maintains differential probability
bound of 27'%? after 10 rounds, exceeding safety margin [17].

* Linear cryptanalysis: Linear bias bounded by 277°, requiring 2'°° known
plaintexts for successful attack [16].

* Algebraic attacks: Computational complexity exceeds 2'*® operations,
maintaining security threshold [14].

B. Side-Channel Analysis

We performed comprehensive side-channel evaluation using power analysis
and timing attacks [7]. Hardware implementations incorporate countermeasures:

* Power analysis resistance: Randomized S-box addressing and masked
operations [15] reduce correlation coefficient to 0.03.

* Timing attack mitigation: Constant-time implementation eliminates data-
dependent execution paths.

* Fault injection protection: Redundant computation with verification
detects 99.7% of single-bit faults.

C. Formal verification results

We applied formal verification using theorem provers (Coq, Isabelle/HOL)
to prove correctness of cryptographic properties:

* Verified encryption-decryption correctness for all possible inputs [6]

* Proved key schedule generates independent round keys.

 Confirmed avalanche effect: single-bit input change affects >50% output bits.

V. Experimental results and discussion

A. Experimental setup

Experiments conducted on four loT platforms: VisionFive 2 (RISC-V RV64GC,
1.5 GHz quad-core), Nordic nRF9161 (ARM Cortex-M33, 64 MHz with TrustZone),
ESP32-S3 (Xtensa LX7 dual-core, 240 MHz with vector extensions), and Arduino
Uno (ATmega328P AVR, 16 MHz). Power consumption measured using Nordic
Power Profiler Kit II (PPK2) with 100 kHz sampling rate and 1 x4 resolution. Each
test repeated 1000 times with statistical analysis.

B. Performance metrics

Key findings from experimental evaluation:

* Energy efficiency: Average 47% reduction across platforms, with ESP32-
S3 achieving 53% improvement due to hardware vector instructions and nRF9161
leveraging TrustZone crypto acceleration.

* Memory footprint: Code size reduced by 38%, RAM usage by 62%
through on-the-fly key scheduling and compressed lookup tables.
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* Throughput: 35% improvement on average, reaching 250 Kbps on
ESP32-S3 for AES-128-L, with VisionFive 2 achieving 340 Kbps through parallel
processing.

* Battery life impact: For CR2032 coin cell (220 mA#h), extended operational
lifetime from 6.2 to 11.7 months in continuous encryption mode.

VI. Conclusion and future work

This paper presents a comprehensive mathematical framework for modeling
and assessing hardware-based cryptographic systems in resource-constrained IoT
devices. The proposed algorithms AES-128-L, ECC-163, and BLAKE2s-HW
demonstrate significant improvements in energy efficiency (47%), memory utilization
(62%), and throughput (35%) while maintaining robust security guarantees validated
through formal verification and cryptanalysis.

The quantitative security assessment methodology provides systematic
evaluation framework applicable to diverse cryptographic implementations.
Experimental validation across multiple platforms confirms practical viability for
real-world [oT deployments.

Future work will explore: (1) post-quantum cryptographic algorithms for IoT
[3], (2) machine learning-based adaptive security mechanisms, (3) integration with
blockchain for distributed IoT security, and (4) hardware security modules for edge
computing platforms.

Author note

Al technologies were used to assist with text generation and writing refinement
in the preparation of this manuscript. All technical content, experimental design,
results, and conclusions represent the original work and analysis of the authors.
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2.7 UbLUUSUL

NTUNRCULENNY UUZUULUOUUYUO IOT UUL LR
UUEtUUShruUYUL UNYSLUYMNCNRUC BY UNUNUSUSHL RUNSLURTUL
Z0UU4U. a6k ULdSuueNhes8UL LULUTEUYUL @LUZUSNRUT

Uhpuyugynud E hwdwwyupthul dwpbdwunhjuuwt dbpon, nhumpuibpny vwhidw-
twthwlqus Punbpubn phptph (IoT) vwpphipnid wywpuinuht qupntwugpuhtt hwdw-
Jupgbpp dnphjudnpljne b pubwljuybu quuwhwntint hwdwp: Unwewplynud ku tnp phipl
qunutugpuyhtt wignphpuutp, npniup oynhudwgyws ki tuqugny Eubpghugh uyundwl,
hhonqmpjut htnph b hwoqupuyhtt swhuh hwdwp dhwdwdwbml  wyuhnybng
wijuuignipjut wdnip tpuouhputp: Unwowplyny dwpbdwnhjului dngkjubpp tkpw-
nnud L Eubkipghugh nywndwb 4Epnisnipintt, widunuwiqnipjut dfwjupnpuljh wuppkpnipe-
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niuttph hwyquplubp b wpynibwdbnnpjui-widunwignipjut hnjuqhedw ouyyunpduw-
gnud: Ghwhwunynid b bplp quunwgpuyhtt wwpqugniy nuppbp’ phpl AES tiupphpul
(AES-128-L), oyynhdmgyws Ejhwwnhly Ynph qununbugpnipjut hpwljuwtwugnid (ECC-163)
wwywpwnny wpuqugyusé htr $niuljghu (BLAKE2s-HW): ARM Cortex-M4 L RISC-V yjjuan-
$npdutph Jpuw junmwpdus hnpdwpuwpului wppynibupubpp gnyg i wwwhu kukpghuygh
uywndwl 47% wjwugnid, hhonnnipjut oquuugnpsdmi 62% Ypdwnnid b pnynibwljnipyjui
35% pupkjunud’ b hudbdwn unwbyupn hpulwiugmditph, thudwdubul guhywitm]
128-phpwiing wijunwignpiut dujupnulpn Tiduwubqmpjut pubwjuljut quuhuwnnudp
Junupyl) | oquugnpstyny] Ynnubught wqnkgnipmibikph Jhpnsnippudp $npuug Jundb-
npugnid, hsp hwunmwwnnid £ wowewnplynn ujubdwubph ghdwnpnpujwinieniip muppkp
hwpdwlnudutph tjundwdp:

Unwbgpuyhll punkp. ToT winjinutgnipinil, phph qunniugpnipmni, wuyupunw-
1ht wpuqugnd, Eukpghugh oywphdwjwugnud, dwptdunhljuljut dngbjuynpnud, wbdunwb-
gqnipjul puwtwjulu quuwhwnnid, pkunmiputitpny vwhdwbwhwlyws uvwuppbp:

A.JJl. MUHACSH

MATEMATHYECKOE MOJEJIMPOBAHUE U KOJIMYECTBEHHAS OLIEHKA
BE3OITACHOCTU AIIMTAPATHBIX KPUIITOT'PA®OHUYECKUX CUCTEM 1A
PECYPCHO-OTPAHUYEHHBIX YCTPOVCTB UHTEPHETA BEIEM

[TpencTaBneHa KOMIUIEKCHAs MaTeMaTH4ecKast OCHOBA JUIsl MOJEIMPOBAHUS U KOJIH-
YEeCTBEHHOHU OLICHKH alllapaTHBIX KPUNTOrpa(uueckux CHCTEM B PECypCHO-OTPAaHHYEHHBIX
ycrporictBax UnTepHera Bemieit (IoT). [Ipemnararorcs HoBBIe 001erdeHHBIE KpUITOTpadu-
YECKHE aJTOPUTMBI, ONTUMH3UPOBAHHBIE ISl MUHIMAJIBHOTO 3HEPTronoTpeOsieHns, 00bemMa
MIaMSTH U BBIYMCIUTENBHBIX 3aTpaT NPH COXPAHEHHH HAJEKHBIX TapaHTHH 0€301acHOCTH.
Marematiueckue MOZAEIH BKIIIOYAIOT aHaJM3 SHEPromnoTpeOsIeHns, pacyeThl 3amaca 0e30-
MIACHOCTH M ONITUMHU3ALMIO KOMIIPOMHCCa “TIPOM3BOANTEIBHOCTR-0e30nacHOCTh . Peannzo-
BaHbI M OLICHEHBI TPH KPHUIITOrpauuecKux NpuMuTHBa: oberdyennslii Bapuant AES (AES-
128-L), ontumMu3npoBaHas peanusariysi Kpunrorpapuu Ha syuinTraeckux kpusbix (ECC-163)
U anmnaparHo-yckopenHas xam-¢yHkuus (BLAKE2s-HW). DkcrnepiMeHTaIbHbIE Pe3yibTaThl
Ha wiatrdgopmax ARM Cortex-M4 u RISC-V 1eMOHCTpHUPYIOT CHIXKEHHE SHEPTrONOTPEOICHUS
Ha 47%, yMEHbIIICHNE UCTIOJIb30BAHUS MAMATH Ha 62% M yBenn4eHHne IpOITyCKHOH Croco0-
HOCTH Ha 35% TI0 CpaBHEHHUIO CO CTAHJAPTHBIMHU PEaNH3aIFsIMH, IPH COXpaHeHUH 128-0uT-
HOro ypoBHs Oe3omacHocTH. KonndecTBeHHast OLEHKa 0€30MacHOCTH € HMCIOJIb30BaHUEM
(hopmanpHON BepruUKALIMI U aHAJIH3a IO MOOOYHBIM KaHaJlaM MOATBEPKIACT YCTOWINBOCTh
TIPEAIOKEHHBIX CXEM K Pa3InYHBIM BEKTOpaM aTax.

Knrouesvle cnosa: 6ezonacHocts [oT, obnerueHHass kpunrorpadus, ammapaTtHoe
YCKOpEHHE, ONITUMHU3AIHS YHEPTONOTPEOIeHNs, MaTeMaTHYeCKOe MOJIEIMPOBAHKE, KOJIUe-
CTBEHHasl Ol[eHKa 0€30MaCHOCTH, PECYPCHO-OIPaHUUEHHBIE YCTPOHCTBA.
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