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In today’s digital environment, the integrity, security and reliability of
information systems are essential for organizations. Information systems provide
the basis for data management and decision-making, making them key to
business operations. To ensure the reliability of these systems, it is advisable to
conduct an IT audit in the relevant organizations.

A detailed description of the data and methodology was used in the
analytical section of the article, including the sources from which the data were
obtained.

The purpose of the article is to identify and analyze the problems and
challenges encountered in the field of IT audit.

The subject of research is the field of IT audit, where special attention
was paid to the audit of the modern and developing technology sector.

The article provides a definition of the term "information technology’,
explains the difference between information system (IT) and information
technology (IT). Cloud systems were affected, various types of cloud
environments were presented, private and hybrid, each with different features
and uses. This diversity allows organizations to choose the most appropriate
cloud model according to their specific needs and constraints.

Three models of basic cloud computing services were presented:
Infrastructure as a Service (laaS), Platform as a Service (PaaS), and Software as
a Service (SaaS). These models serve different levels of service, from basic
infrastructure integrated software solutions, offering user’s flexibility and
scalability.

On the basis of the conclusions, proposals were made regarding the
implementation of investments in research and development in the field of IT
audit in Armenia, the regular conduct and organization of courses, retraining
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for cooperation and exchange of knowledge of business entities with IT

companies operating in Armenia.

Keywords: Information systems, IT environments, IT audit, Cloud system.

Introduction: The term audit, according to the Information Systems Audit and
Control Association (ISACA), an international professional center [1, pg. 2], focused on
the field of IT management, refers to a formal inspection and verification to verify that
organizations are following a set of standards or guidelines.

During the audit, it is very important to monitor the operational efficiency of
an organization. The goal of an IT audit is to ensure the uninterrupted and cost-
effective operation of digital processes and systems, as a result of which the
organization will be able to achieve maximum productivity while minimizing problems.

New technologies are constantly emerging, such as cloud computing, artificial
intelligence, machine learning, virtual networks (loT), blockchain, 5G technology,
quantum computing, automation of robotic tools, big data analysis, cybersecurity and
other technological solutions that transform the digital sphere. With the rapid
advancement of technology, the challenges and opportunities faced by auditors are
also evolving. And it is in this dynamic environment that the objectives of this research
are crucial, namely, to be at the center of the technological wave, examining how these
technologies affect data security, compliance and risk management.

The goal of the article is to study the influence of audit elements on the results
of IT audit of the dynamically developing and rapidly growing field of technologies.

The initial objective of the study is to identify and comprehensively analyze key
factors that affect the effectiveness of IT audit. These factors may include data security
measures, compliance requirements, rapid technological progress, new technologies
such as cloud computing, artificial intelligence, the loT, etc.

Analysis: As we all know, organizations today are increasingly information-
dependent and attach great importance to the dissemination of modern technologies
in business processes.

Information technology (IT) is the use of any computer, network and other
physical devices, infrastructure and processes to create, process, store, protect and
share all forms of electronic data [2].

The information system, represented by three components: people, processes
and information technology, is a combination of strategic, managerial and operational

actions related to information management. In an information system, the IT
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component includes hardware, software, communications and other information
management tools.

As already mentioned, one component of information systems is the people
themselves.

74% of all breaches involve a human element, where people are involved either

through error, abuse of privilege, use of stolen credentials or other breaches [3].
How to prevent human errors
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Figure 1. How to prevent human errors [4]

As shown in Figure 1, to reduce the risk of human error, the security policy
should clearly specify how to handle sensitive data and passwords, which security and
monitoring software should be used and who should have access to the software.

It is through the absence or omission of policies that vulnerabilities arise.
Process automation often eliminates the unreliable human component, resulting in
more efficient and consistent IT operations [5, pg. 36].

Vulnerabilities of human impact, information systems and organization data
security were exacerbated during Covid-19, which was due to the forced shift of most
employees to remote work due to pandemic restrictions. The attention of criminals
came to the virtual private network servers (VPNs) of organizations, through which
employees working remotely connected to the central system.

The next most vulnerable area at that time was emails that could demand a
ransom.

Ransomware attacks increased by 150% in 2020 (more than any other type of
attack) as criminals sought to exploit the migration to remote work for financial gain.
Victims also paid 311% more in ransom to have their data and systems decrypted by

criminals [6].
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It is estimated that 56% of the victims of these attacks recovered their data
using system backups, and 26% paid the necessary ransom to regain access to the
data [7].

In IT auditing recently, the most attention has also come with innovative
technologies (cloud computing, artificial intelligence programs, e.g. ChatGPT or
DeepFake, blockchain, loT, etc.), which in turn speed up the work of organizations,
and add new risks.

In 2022-2023, artificial intelligence (Al) began to gain popularity and brought
with it new risks for organizations. The use of Al has expanded so much that in 2022,
Mika, a humanoid robot created on the basis of artificial intelligence, was appointed
the CEO of the organization[8], and in 2023 he received the scientific degree of a
professor at one of the universities in Warsaw and can teach students. [9]

Auditors must ensure that the cloud system is being operated in compliance
with the organization's data protection regulations, which can be difficult given the
global nature of cloud services.

Google distinguishes three main types of cloud environments:

e Public Cloud System - cloud services offered over the public Internet from

third-party providers, making them available to everyone.

e Private cloud System - Used exclusively by one organization. Private
servers can be physically located in the data center of the organization or
the organization providing such services (colocation (dedicated area)).

e Hybrid Cloud System - A combination of public and private cloud systems
linked to technology that allows data and applications to be shared between
them [10].

Cloud systems are divided into three main groups:

1. Infrastructure as a Service (laaS) - Provides virtualized computing resources
on the Internet. It offers basic computing infrastructure such as virtual server space,
network connections.

2. Platform as a Service (PaaS) - Provides the hardware and software tools
typically needed to develop applications over the Internet. It is useful for developers
who want to create applications or services.

3. Software as a service (SaaS) - Provides software applications over the
Internet on a subscription basis. It is user-friendly and does not require managing the
underlying infrastructure or platform.

Concluding the analysis, it is clear that an effective IT audit is very important to
ensure the integrity and security of data in the digital environment. It also highlights

the importance of auditors keeping pace with technological advances and adapting to
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emerging challenges. A dynamic and comprehensive approach to auditing is key to
preventing data breaches and maintaining trust in digital infrastructure.

Conclusion: Auditors need to understand not only traditional IT systems and
infrastructure, but also the latest emerging technologies in order to accurately assess
the risks they pose and their impact on data security, as they aren’t only opening up
new opportunities for the organization, but also increase the vulnerability surface.

The audit process increasingly includes a thorough risk assessment, not only
from a technical and operational perspective, but also from a legal and regulatory
compliance perspective. It includes assessing the risk of non-compliance and its
potential impact on the organization. Breaches often result in organizations devoting
significant resources to data recovery, which can disrupt normal operations. They
must not only understand new technologies and their implications, but also use these
technologies to improve audit procedures.

The use of advanced cloud services has allowed the organization to expand its
technical capabilities, providing better performance, safety and reliability. This
includes benefits such as improved query speeds, robust security measures, and
reliable backup systems.

The organization's approach to cloud computing also emphasizes the
importance of risk management and compliance with international standards such as
ISO/IEC 27001:2013. This is very important for maintaining data integrity and
ensuring the security of information stored in the cloud system.

Summarizing the work, based on the conclusions, the following
recommendations were proposed:

e Investments in research and development - Encourage investment in research
and development as continuous research and development is vital for
innovation, keeping pace with technological progress and maintaining
competitive advantages. In view of the ever-changing nature of information
systems and technologies, continuous learning and development are important
for auditors.

e Collaboration and knowledge sharing with IT departments - Encouraging
collaboration between auditors, IT professionals and other stakeholders can
enhance the audit process. Sharing knowledge and best practices within the
community can lead to improved standards and methodologies.

Auditors must work closely with IT departments to understand the complexities
of the systems they audit. This collaboration can lead to more accurate valuations and

help auditors stay abreast of the latest technological advances.
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BAMHOCTb UT AYOUTA B COBPEMEHHbBIX MAPKETUHIOBbIX YCNOBUAX

BAAOAH AHHA
Kanoudam aroHomuveckux Hayk, doueHm
3asedyrowuli omdenom acnupamypbl Al 2Y

aneKTpoHHaA noyta: bayadyananna82@gmail.com

B coBpemeHHoll undppoBoii cpepe LeNocTHOCTb, 6€30MacHOCTb U HafeMHOCTb
MH(POPMALIMOHHBIX ~ CUCTEM  WUMEIOT  OFPOMHOe  3HayeHue AfA  opraHusauuid.
NHdpopmaLMoHHble cucTeMbl ClywaT OCHOBOW 1A yrpaBleHUA JaHHbIMU W NMPUHATUA
peLleHnii, 4To [fenaeT WX KAtOYeBbIMM AnA OusHec-onepaumit. [lna obecneveHus
HafeMHOCTU 3TUX cucTeM LenecoobpasHo nposectn UT ayaut B COOTBETCTBYHOLLMX
opraHusaumax.

B ananutuueckoil wvacTm cTaTbu 6bINO NpUMEHEHO MofpobHoe onucaHue
AaHHbIX M METOLOJIOTUN, BKIOYAA UCTOYHUKM, U3 KOTOPbIX ObIN MonyYeHbl AaHHble.

Llenb cTaTbu-BbIABUTL UM MpoaHanU3MpoBaTb Npobrembl U BbI3OBbl, C
KoTopbiMu cTankusaetca UT ayput.

Mpenmetom nccneposaHua asnsetca obnactb UT ayauta, B KoTopoii ocoboe
BHUMaHWe Obllo yLeneHo ayfuTy COBPeMEHHON W pa3BUBatOLLLeliCA TEXHONOrMYECKON
oTpacnu.

B cratbe paetca onpepeneHne TepmuHa "MHPOPMaUMOHHbIE TexHonorun',
obbACHAETCA pasHULa Mexay UHopmaLnoHHoi cuctemoit (OT) u uHdopmaLMoHHbIMK
TexHonornamu (OT). Bbinn 3aTpoHyTbl obnayHble cUcTeMbl, NpeAcTaBieHbl pasiuyHble
TUNbl obnayHbIX cpefd-obLLefoCTyMNHbIe, YacTHble U TMOpUAHbIE, KaKpas U3 KOTOpPbIX

MMeeT CBOU OCOBEHHOCTU K BapuaHTbl UCMOJIb30BaHWUA. 3710 pa3Hoo6pa3V|e Nno3BONAET
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opraHvsaumam BblbupaTb Hambonee NOAXOAALLYIO 0bNaYuHytO MOAeNb B 3aBUCUMOCTU OT
UX KOHKPeTHbIX MOTpebHOCTEN 1 orpaHuyeHni.

Bbinn npepctaBneHbl Tpu MOAENN OCHOBHbIX CEPBUCOB OBNaYHbIX BbIYUCAEHUIA:
nHppacTpykTypa Kak ycnyra (laaS), nnatcopma kak ycnyra (PaaS) u nporpammHoe
obecnevenne kak ycnyra (SaaS). DT mopenn OBCNYKMBAIOT pasNNYHble YPOBHM
obcnywubaHua, oT 6a30BOW WMHGPacTPyKTypbl [O KOMIIEKCHbIX MPOrpaMMHbIX
peLleHuid, Npefnaras nonab3oBaTenam rMOKOCTb U MacLUTabUpyemMocTb.

Ha ocHoBaHWM cpenaHHbIX BbIBOAOB OblIM  BbIABUHYTbI  MpefioKeHuUA,
Kacatolmeca OCYLLLeCTBNEHUA WHBECTULUMIA B MUcCnefoBaHuA W pa3paboTku B obnacTu
UT ayauta B ApMeHMM, peryiapHOro npoBefeHWA U OpraHusaluu Kypcos,
NepenoAroToBKU LA COTPYAHUYECTBA U OOMeHa 3HaHUAMU XO3ANCTBYHOLLMX CYyObeKTOB

¢ pevicteytowumn B ApmeHnn UT komnaHnamu.
Kniouesbre cnosa: uHgpopmayuorHbie cucmembi, UT cpedsr, UT ayoum,

obnay4Hasa cucmema.
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