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UNODC, Corruption and economic crime / Fraud: Cyber-related (Cy), https://dataunodc.un.org/dp-crime-corruption-offences
(Date of access: 01.10.2024).
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pwpyynud Gu Ynunw MHhywu W Mbpniu:
YUnuinw Nhywynd 2022 . gpwugyby £ Y-
pbinfuwpnwfuniejwu 12,690 nbwp (41.2%-u
wdpnn9 wmwpwdwonowuntd), huy Mbnpni-
nd' 11,970 nbwp (38.8%-p' wnwpwdw-
opowuntd):

Uuhwih Gupwunwpwdwopswuutiphg Unb-
ytywu Uupwip b Upbdwywtu Uupwih gnt-
gwuhoubipp pwywlwu gwdp Gu, Ybuwnpn-
uwlwu Uuhwjh wnyjwiutipp hwuwubh sk,
wjuwbiu np, Yppbinfuwpnwfunieniuutipny
«wiunmwhwpdwtu pwfuw» Yyhdwyyt) b <w-
pwqwpubywu Uupwipht' b nbdu Upugw-
wniph (24,605 nbwp' 2022 .) U (Fwhjwu-
nh (10,143 nbwp' 2022 .):

Unwowwnwph nhppntd hwjnuywéd Gynn-
wwjntd, puin UNODC-h wmyjwjutiph, Yhptin-
fuwpnwfunteiniuubiph «agnnnipjwu Ytuwn-
pnup» Sbpdwupwu £, npnbn 2022 p.
gpwugyb t 243,358 nbwp, husp hwdwp-
dbp £ Upldnmwu GYypnwwih nwpwdw-
opowuhu pwdhu hwuwd Yhpbinfuwpnuw-
funieyniuubph 92.9%-hu W wdpnne Gypn-
wwih 29.4%-hu:

Cwonpnhy Lwpwywjhu GYypnwyw Gupw-
wnwpwdwopowund  wnbnwywiyws hunw-
(hwu W huwwupwtu LU, npnug pwdhu L
puyt; <wpwywihtu GYypnwywynd 2022 p.
gpuugdws  Yhpbintuwpnwiuniggniutiinh
onipg 93%-p: huwwuhwnud 2022 p. gpwug-
ybi| £ Ypptinfuwpnuitunigjut 233,932 ntwp,
husp hwdwnpdbp £ GYypnwwind gpwug-
qwé nbwpbph punhwunip pyh 28.3%-hu:
hwnwihwih <hwonnnieintuttipu» wytih hw-
dbuwn tu. 2022 p. tpyhpp phpwiu £ nwp-
&b Yppbinfuwpnwfuniyeywu 101,698 nbwph'
ytuwnpnuwgubiny GYypnwwnid udwu nbw-
pbph 12.3%-n:

Ujnnthwunting, Gypnwwjh wnwowughy
dpnnwdubpu ne Udbphlwjh wwpophuwy
gwon gnigwupubipp wyjwijubph wdpnn-
swlwunipjwu  Ybpwpbipjup  Yuulwdubip
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\ 2001-2023 pe. WUL-nd hwunnpnjwé Yhptnhwugwgnpénipyniuubph htnbwupny
wwwwnjwé npudwlwt fuwuph mwpbywi swihp (§u WL pnpup)”

Gu hwpnignd: hulwwbu, pGL UNODC-h
wnyjwiubph 2nbdwpwup hwugwynp gnp-
ontubinypiwu Ybpwpbipjw hwdwfuwphw-
jhu Jhwy wdthnth wnpnipu £, wnnuuw-
Ynw wbn guwd wnwpwdwopowuutiphg L
ng ubyp ubpluyugyws of Gpynubiph wd-
pnnowlwu Yuaqdny' ndjwijubph wuhwuw-
ubijhnigywu ywwbwnny, husp npnawyhn-
nbu fubnweiniypnud £ hpwlwunie)niup:
Uhwdwdwuwy, UUL-nd Ypptinhwugw-
gnpénieyntuuiph nmwpwdjwontpjwu wéann
dphwnnidubiph ybipwpbpjw) wyjwiutp £ hpw-
wwpwynd Statista ypdwwapwlwu-ybip-
Inwwywu hwppwlyp: Wuwbu' géwwwwn-
ytip 3-nud wpunwgnyws £ hwnnpnywsd Y-
ptinhwugwagnpénieiniuutph  hGwlwupny
wwwnbwnwsd npwdwlwu quuuh wnwpb-
Ywu swipu UUL-nud* 2001-2023 pe.: 4h-
ptinhwugwagnnpdnieniuutph  Wwwbwnwsd
npwdwlwu Juwuu UUL-nwd wénd £ Bpy-
pwswithwwu wypngptuhwiny: 2001 . nw
quwhwwynud Ep punwdtup 17.8 dju UUL
nnwn, huy 2008 p. Gquwdwdhg hbiwnn
enhsp wpdwuwagpbg' 264.6 Jju-hg hwuub-
(nd 559.7 UWU'L nnjwpp: Unwyb] Yupnwy
wéh wihpp Jdbluwpybg 2018 R.' 2.710

diu-pg 2023 p. hwuubiny dphusl 12.500
UUUL nnwph: 2001-2023 pR. pupwgpntd
UUUL-nid  Yppbinhwugwagnpdnieiniuutiph
hGnbwupny wwwbwnwsd npwdwlwu
quwut wéhk| b wybh pwu 702 wugqwd:

Ywuluwwnbunwdubiph hwdwdwu' UUL-h
Yhptinhwugwgnpdnieniuttiph ontlywu ww-
2tignighy wié Yuwwhnyh wnwehlyuw uh pw-
up wwphubiph pupwgpnud’ wpbywu wéh
12,5% wnbdwny, 2027 pwlwuh wywpwnhu
hwutbnd 22 Upjhwpn nnwph'®: UGY wy
Ywufuwwbudwdp' dhusk 2028 pqwlwup
Gpypnid Yppbinhwugwagnpdnigyniuuiph wp-
dtipp Yywquh 1,82 wphihnu UUL nnjwp®:

Cwjwuwnwup bu wudwut sh duwgh) Yp-
pinhwugwynpnipjwt  phpwfu nwnuwnt
htinwulwnhg:

Cwdwdwju UUY-h Fdpwdhongubiph L
hwugwgnpénipjwu nbd wwjpwph gpw-
ubtjwyh (UNODC) wyjwjubiph ownbdw-
pwup' <wjwuwnwund 2015 p. gpwugyby
E Yphpbnfuwpnwiunipjuu 39, 2016 p.' 48,
2017 p." 67, huly 2018 p.' 51 nbwp: <w-
Jwuwnwuh nyjwiutipp 2019-2022 pp.-h yb-
pwpbinjw; UNODC-hu hwuwubih s6U*°:

L nunhlwuntpjwu wnyjwiubpny

' Statista, Annual amount of monetary damage caused by reported cybercrime in the United States from 2001 to 2023 (in million
U.S. dollars), Published by Ani Petrosyan, Apr 15, 2024, https://www.statista.com/statistics/267132/total-damage-caused-by-by-

cybercrime-in-the-us/

'® United States Cybercrime Market Overview 2024-2028, March 2024, p. 4 (26 p.), Reportlinker, https://www.reportlinker.com/

market-report/Cybersecurity/517797

' Statista, The impact of cybercrime on companies in the U.S. - Statistics & Facts, Published by Ani Petrosyan, Feb 5, 2024,
https://www.statista.com/topics/1731/smb-and-cyber-crime/#topicOverview
** UNODC, Corruption and economic crime / Fraud: Cyber-related (Cy), https://dataunodc.un.org/dp-crime-corruption-offences

7 é (Date of access: 01.10.2024).
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Anna NAXJIAH
Cmapuwuii uccnedosamens uccnedosamenbckozo yeHmpa «Ambepd», Al DY,
KaHOUOam 2KOHOMUYECKUX HayK, doyeHm
BE30MACHOCTb M BbI30BbI

«KPUMMHOTEHHBliA» UT-NPOrPECC:
MOBAJIbHbIE TEHOLEHUWUN KUBEPNPUCTYNHOCTU

HoBble TexHonornm cospatoT HoBble BU/bI MPECTYMHOCTU, OAHOBPEMEHHO PacLLMPAA BO3MOMHOCTM
ANA TpafnLMOHHOI NpecTynHoii aeAaTenbHocTU. MHOrne 13 LMPOKO pacnpoCcTpaHeHHbIX CErofHA Ku-
6epnpecTynneHnii npecTaBnAtoT coboil LnpoBble ycoBEPLIEHCTBOBaHUA TPaAMULMOHHbIX NpecTymnie-
HWiA, CyLLLeCTBOBaBLUMX €LLie 33,00 A0 TOro, Kak bbln NpuaymaH KopeHb «Kubep».

XOTA CTaTUCTUKa YPOBHA U MpoABneHuii KnbepnpecTynHocTy dparmMeHTapHa M BecbMa OrpaHu-
YeHa, aHanu3 MMEeIOLLMXCA aHHbIX NoKasblBaeT becnpeLefeHTHbI pocT 06bEMOB 1 MOCTOAHHOE yyy-
LLIeHWE MPecTynneHuii, coBepLLaemMblx B KNOeprnpocTpaHCTBE BO BCEM MUPE.

Kniouesble cnosa: KubepnpecmynHocms, KubepmowieHHU4ecmaso, kKubepbe3onacHocms, uHmepHem,
KOMNbromepb!

Anna PAKHLYAN
Senior Researcher at «Amberd» Research Center,
PhD in Economics, Associate Professor, ASUE
SECURITY AND CHALLENGES .

"CRIMINOGENIC" IT PROGRESS: GLOBAL TRENDS IN CYBERCRIME

New technologies are creating new types of crime while expanding opportunities for tradition-
al criminal activity. Many of today's widespread cybercrimes are digital enhancements of traditional
crimes and have existed long before the word "cyber" was even coined.

Although statistics on the level and manifestations of cybercrime are fragmentary and limited, the
analysis of available data shows an unprecedented growth in the volume and constant improvement of
crimes committed in the cyber domain around the world.

Keywords: cybercrime, cyber fraud, cyber security, internet, computers



