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Abstract

As a system-building factor for a modern and dynamically developing society, the information
sphere significantly influences the political, economic, cultural, protective, and ideological general
state and elements of the states', nations' and individuals' life security, which highlights the im-
portance of information security in the national security system.

Information security is a state of national community where the comprehensive and safe pro-
tection of a person, society and state is guaranteed from all sorts of information risks and threats,
radically oriented political and social forces. Consequently, information security is a complex pro-
cess to gradually overcome any information risk. The challenges and threats the information securi-
ty faces determine the specific content of the practical steps and measures that ensure the national

security.
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The issue of ensuring community securi-
ty is vitally important to the realization of the
national interests and the development of a
national policy aimed at the preservation and
reproduction of the social system. Since the
ancient times to our days, the issue of ensur-
ing security of the socio-cultural life has been
considered as a supreme goal of practical and
theoretical significance. Though the concept
of security has historically been transformed,
developed, the original understanding of the
phenomenon remains the same: self-preserva-
tion and absence of risk.

The informatization procedure results in a
new element of national security - information
security. In recent years, the secure advance-

ment of the information sphere has earned ex-

ceptional importance in the complex and con-
troversial processes of globalization.

Currently, many of the most important in-
terests of a person, society and state are sub-
stantially determined by the quantitative and
qualitative characteristics of the information
sphere surrounding them. It can be justified
said, that information security is the most im-
portant element of national security that pene-
trated into all other types of security. The pri-
ority of this or that type of security is deter-
mined by;

e the need for the functioning and devel-
opment of the citizens,

e a wide range of dangers and threats for
the society, the state and the international

community that can be resisted and coun-
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teracted with a specific security and re-

sistance system.

Clearly all these factors are also applica-
ble to information security. Information secu-
rity is the state of protection of the national
interests of the Republic of Armenia in infor-
mation sphere, which is determined by the
balance interests of the society and the state.

The information sphere includes protect-
ing human and citizens constitutional rights
and freedoms while receiving and using infor-
mation, ensuring Armenia’s spiritual and polit-
ical development, preserving and strengthening
the country’s moral values, its patriotic and
humanitarian traditions, cultural and scientific
potential. The absence of the Armenian socie-
ty’s fundamental vital values, that of the risks
of its interests is perceived as a national securi-
ty and furthermore, as the state’s information
policy objective and the highest value. Second-
ly, it includes information support of the RA
state policy. It provides reliable information to
the Armenian and international community,
the official position of the state about the
most important political and social events in
the republic and in the international life, en-
suring the availability of citizens to the public
open media.

The third component of national interests
in the field of information is the development
of modern technologies, including informa-
tional means, telecommunication and commu-
nication industry. It includes also the ensuring
of needs of national market of information
products and the output of that product to the
international market, as well as the preserva-
tion and effective use of national information
resources.

The fourth component is the protection

of information resources from unauthorized

access and ensuring the security of information,
communication and telecommunication sys-
tems. From this point of view, the issues of
providing information security in Armenia in-
clude:

e active counteraction of the adversary's ad-
vocacy and psychological activities, con-
stant improvement of its forms and means,

e training of information security special-
ists in the field of defence.

To clarify the conceptual understanding
of information security we need to start ana-
lysing the entities of the information relations,
their interests and needs. In other words, the
concept of “information security” is closely
linked to the socio-philosophical categories of
“national interests” and “goals”. The landscape
of the national interests of information and
communication technologies use is the sum of
the information, accessibility, integrity and
confidentiality of the supporting infrastructure.

In terms of information security ensuring,
the goal is the active protection of the interests
and requirements of the information relations
subjects. Though the interests are miscellane-
ous, all of them are concentrated on ensuring
information availability, completeness and con-
fidentiality.

National interests are considered in 3 as-
pects within the framework of information
sphere. These aspects represent different lev-
els of how the interests are manifested:

1. Level of individual interests in the sphere
of information, where we analyse human
and citizen's constitutional rights. These
rights ensure the information availability,
the use of information for the sake of an
individual's physical, spiritual and intellec-
tual development, as well as the effective
protection of information that provides
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one's personal security. One's personal in-
formation security is determined by the
level of how his/her psychological state
and consciousness are protected from pos-
sible risky impacts. It's noteworthy, the in-
formation impact itself is not as danger-
ous/useful as its powerful material-
energetic effect (Melyukhin, 1999, p. 84.)

. Level of social interests. Here we deal
with democracy strengthening, legal and
social state building, dialogue and public
consent establishment.

. Level of state. State national interests re-
quire creating favourable conditions for
the harmonious development of the Ar-
menian information infrastructure, the
provision of state and public security, the
full realization of human and citizen's
constitutional rights and freedoms. The
sovereignty of legislative procedures and
the inviolability of territorial integrity in
Armenia are in an inseparable dialectical
relationship. The faster and more suc-
cessful are human and citizen's rights and
freedoms performed, the more effective
is the process of the RA information se-
curity strengthening. This progress large-
ly depends on the level of development
of a person's, society's and state's infor-
mation requirements — the higher is the
level of the information requirements, the
stronger is the orientation towards a per-
son's spiritual and intellectual develop-
ment. Additionally, a person's vital activ-
ities are built more closely to the targeted
requirements of the RA information se-
curity concept. Based on the RA national
interests records in the sphere of infor-
mation, the strategic and current issues of

the foreign and domestic policy aimed at

ensuring information security are formu-

lated.

A society and state’s information security
is characterized by the practical potential to re-
sist, suspend and neutralize the informational
influences that deconstruct, destabilize, endan-
ger and violate the country’s interests, as well as
by the high level of information protection and
therefore, by the relative stability of all the
fields of the society’s vital activity (economy,
science, technosphere, governance, military af-
fairs, social consciousness, etc.). It is a system-
building and a system-friendly feature. Trans-
forming and developing social systems are sta-
bilized by the fact that they are practically capa-
ble of perceiving and absorbing their transform-
ing external and internal stimuli, organically
incorporating into the democratic process, con-
flict prevention and their use. From this point of
view, there may be dangerous informational
effects and, therefore, information security ob-
jects - the minds of people, the mental world,
the information-technical systems of different
scales and significance and information security
social objects - the individual, society, the state,
and the international community.

Information security objects can be con-
sidered the structures that are occupied with
security. They can be both executive and leg-
islative bodies. The role of state bodies in en-
suring security is indispensable. In order to
ensure information security in the country,
state bodies should evaluate the state of the
information sphere, develop and adopt new
norms and programs of information security,
periodically inform the public about the situa-
tion of information security and about the
work of state bodies in this field, protect citi-
zens, society and state interests and rights. We

must take part in the overall process of devel-
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oping international law norms in this area,
define new criteria and principles. State bod-
ies should disclose the internal and external
threats of the information sphere; determine
the direction of these threats.

While accounting the interests of infor-
mation relations subjects, security provision
implies creating favorable conditions that en-
able the realization of the interests of infor-
mation relations subjects. Moreover, vital in-
terests and values of participants are high-
lighted here.

In the context of information relations,
values are manifested by the means of the
needs, interests and objectives of security en-
suring (Partyka & Polov, 2002). Moreover, it
is impossible to understand what is going on in
the field of information relations, where they
are moving to, what the main problems are that
the system of information security faces, if we
do not understand the tendencies of the chang-
es in the information values the members of
the transitional post-Soviet society accept, if
we do not perceive how those changes are
linked to the informatization of economy and
political structures, in other words, to the new-
est information and intellectual technologies. It
is worth mentioning that the security of the
social subject is associated with complicated
and controversial processes for mastering the
necessary conditions of own existence. This
means that security implies the creation of
conditions in which the subjects can be able to
preserve and reproduce the fundamental values
of their national existence.

As a contemporary Russian researcher G.
V. Ivashchenko rightly says, the provision of
information as a unique process of possessing
the existence conditions is at the same time a

complicated and controversial process of the

subjects’ freedom as a materialization of the
ability to control its own existence conditions
(see Ivashchenko, 2000, pp. 56-58).

Freedom and information are the funda-
mental characteristics of the social and national
subjects. The objective to implement the fun-
damental vital interests of socio-national subject
of information leads to the issue of the actual
protection of human and citizen’s constitutional
rights and freedoms, as well as to the effective
protection of information in the sphere of access
to information. Thus, the security of infor-
mation is a state of the society in which a relia-
ble and comprehensive defense of the individu-
al, society and state is ensured by all kinds of
informational threats and radical political and
social forces. Therefore, information security is
a complex process of denial and overcoming
any information danger. The content of practi-
cal security activities are determined by infor-
mation security challenges and dangers.

At the same time, it is important to pay
attention to the fact that information security
assumes not only effective protection against
information threats and challenges but also
the normal development of information reality
when that reality will be protected from new
risks of reproduction of information threats.
The necessary condition for providing infor-
mation security is the transition to a new
strategy for sustainable development of the
society. The development of transitional soci-
eties cannot be effective without the new con-
cept of information security and strategy.

It is quite evident that a productive na-
tional policy in this field will largely depend
on clarifying the priorities of the scientific re-
search on this issue, developing equivalent na-
tional models for information security and new
approaches to their solution. We think that the
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development level of the philosophical meth-
odological issues currently under consideration
remains low.

As Professor E. A. Harutyunyan notices,
“the socio-cultural and ethno-cultural perspec-
tives (which possess an important role in en-
suring security and reliability of social sys-
tems) of the security issue have not yet been
deeply analyzed socio-philosophically (Harut-
yunyan, 2002, p. 53).

Analyzing the concept of information se-
curity and its research areas, we may draw the
following inferences:

1. The Information Sector, as a coordinating
factor of social and national life, requires
the identification of the information and
psychological security needs of the indi-
vidual, society and state, rebuilding the ex-
isting juridical framework, which ensures
the proper protection of the interests of the
individual, society and state in the field of
information. The national security of Ar-
menia is essentially depended on the com-
plexity of the country's information securi-
ty and because of technical progress the
dependence will gradually increase.

2. Though most of the researchers pay at-
tention to the information security issues
in the Republic of Armenia, there is no
tangible progress in the field of their socio-
philosophical comprehension. As men-
tioned above, a number of methodological
aspects of the issue are under-developed,
which makes it difficult to create an effi-
cient information security system of the
RA. Still, there are few monographs in the
domestic science devoted to the interdi-
sciplinary study of social-philosophical,
political and sociological aspects of infor-

mation security in Armenia.

3. The term “information security” has a
broader meaning in the official “RA in-
formation security” concept. In our opin-
ion, it is resulted by the unilateral combina-
tion of the “national security” and “infor-
mation security” concepts. The information
security system still being formed in mod-
ern Armenia is unable to productively and
consistently resist the new threats yet.
Thus, for instance, the significant imper-
fection of the governance structure, the
loss of a person’s secret or that of the cor-
respondence confidentiality, as well as
providing the society with overdue, distort-
ed or biased information may be consid-
ered as threats to the state. We need to de-
velop and adopt national laws on “Infor-
mation Security Basics” and “Information-
Psychological Security Basics”. Armenia’s
progress to the information society implies
an effective protection of national interests
in the information sphere, consistent and
practical realization of the main provisions
of the RA information security concept.
Additionally, we need to find solutions to
the urgent issues of ensuring information
security for the relevant objects. First of
all, this refers to the national information
resources, information and communication
structure, telecommunication and commu-
nication systems and facilities necessary
for the stable development of the society
and state. We need to improve the level of
effectiveness of coordinating the state or-
ganizations and departments activities in
the field of information security.

From our viewpoint, the socio-philo-
sophical understanding of “information
security” concept is relevant and accurate.

We believe it characterizes the collective
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integrity of information; its production;
processing and preservation facilities; in-
formation infrastructure; entities dealing
with collection, design, dissemination and
use of information; as well as the system
that regulates the social relations in the
field. To describe information security we
should consider it as a unique part of mo-
dern society, a section, a special view-
point, as its immediate being.

. The analysis of information security is-
sues should include the revelation of the
interests of information relations subjects,
which are connected to the use of infor-
mation systems. The risk to information
security is only the opposite site of the use
of information technologies.

. The mapping of the interests of subjects
linked to the use of information technolo-
gies may be divided into components of
ensuring information and supporting in-
frastructure availability, integrity and con-
fidentiality. The key point in various ac-
tivities in the field of information security
is to effectively and comprehensively pro-
tect the social, national and state interests
of information relations entities.

. Information security studies are carried
out at both intrastate, national-state, inter-
state /regional/ and local authorities’ lev-
els. Additionally, in the fields of function-
ing of political authorities’ state bodies,
civil society, as well as person’s infor-
mation security area.

. The effective state policy in the infor-
mation security sphere largely depends on
the correct selection of research priorities
of national issues, the level of the inter-
disciplinary and philosophical approaches

to their settlement.

Given the current conditions exceptional
for the dissemination of the Internet, network
and computer technologies, the modern soci-
ety’s information resources are being exposed
to a significant number of risks full of various
damages and losses, creating new threats and
challenges for the national information infra-
structure (see Ghalechyan, 2016, pp. 7-11).
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