u.iﬂmnl Problems of Computer Science 37, 8387, 2012.

_Overview of Methods of Biometric Based Key Protection

Gurgen Khachatrian and Narek Malkhasyan

American University of
Institute for Informatics and Automation Problems of NAS of RA

Abstract

The security of any modem cryptosystem relies on the assumption that secret
keys used for the system such as secret keys for message encryption and
amhmhﬁonuwﬂamhwofwhhckqmmymwmhm
This assumption is not easy to satisfy in most practical applications. The most
widely applicable method uses conventional passwords to encrypt secure keys
medmmemmdewmﬂompmwordsmw]nenblem
many kinds of attacks since they can be either guessed or stolen. Another basic
problem is the user authentication. It is well known that when using a
traditional and widely used cryptographic methods the user authentication is
achieved by challenge - response protocols, the essence of which consists in
verifying that the party which wants to confirm his authentication possesses a
secret key. In this paper an overview of methods of password generation from
biometric data is presented along with the discussion of the remaining
challenges and possible directions of future research.

.|. Introduction

nn most cryptographic algorithms the user authentication is based on possession of some secret,
).e. a user is considered to be legitimate if he owns some kind of decrypting key and can decrypt
rnessages. But cryptographic keys are random and long, thus it is highly impractical (if not
rmpossible) for the user to memorize them. Therefore, the user often stores the key somewhere,
“or instance, on a hard disk or a flash memory. However, cryptographic keys play a crucial role
'n the overall security of the system, and once the key gets compromised the entire cryptographic
ystem falls apart. This means that the protection of cryptographic keys, kept on some storage is
t Iﬂlpﬂl'm‘-

gmmmgmﬁuwdwayofmgmogupmchyu is the user authentication via
»asswords memorized by the user. This is a pretty simple and intuitive way of protecting keys:
‘he user first passes an enrollment process by providing his identity (for instance, the user name)
and the password. The system then applies a hash fimction on the password p, and hash(p) of
‘he password is used to encrypt the user’s private key. Afterwards, when the user tries to gain
access to his stored encrypted private key, he provides his user name and password to the system
md the system applies the same hash function to decrypt the user’s private key and as such the
aser gains access fo his private key and he then can be authenticated if the provided password
was correct.
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2. Short Review of Generation of Passwords from Biometric Data

Wewmmwmmmmmwm&mmimmmmmmth
mcmuu:ptof“ﬁnzyvmll"prucntndbyhludsmdhd.Sudan[4].'1hemninidﬂhehind

scheme is the following. Suppose there is a secret that is represented as a polynomial of degree
less than k over finite field GF(q). For example, if the secret is a 256-bit vector and g = 2'® we,
have to consider the secret as a polynomial over GF(2'®) with degree not more than 15, i.e
P(x) = G + G,X +++a5x’® where @ € GF(2'®). Then the secret polynomial i
encoded by generalized Reed-Solomon codes as follows: the secret polynomial is evaluated over
mysﬂofdjlﬁnupoinumGF(q)mdacodewordmprumua-etol‘pain{x,.y(]whcm
x € GF(q) and y; = P(x;). It is well known that Hamming distance d for corresponding|
Reed-Solomon codes is equal to £ — k + 1 and therefore up to (d —1) /2 = (t — k)/2 errors!
can be corrected. This means that if in the process of decoding there will be at least (k + t)/25
comrect pairs { x;,¥; }, the polynomial P(x) will be successfully decoded. This concept is thes
heart of the so called “fuzzy vault” scheme meaning that the vault will be opened or the secref:
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dMhmvuﬁﬁmeﬁpiﬁempwﬁmofmmdhgwduﬁmpoimoﬂhpolmmjd
wwﬁmﬁnmmisdetuminedhymepnmmormdmyingRMdmmm
:1,gmdk.1hemu=pigmmudlhemdewmdrqzumﬁngammlwomidbyldding
¥ 2 so called chaff points, i.e. random noise in the form of { x,,y, } pairs and a parameter T,
-l-,mi;in&ﬂlhnnlmbﬁ'ofdlelddeduhlﬂ'poiuts,vvhuer<q.mm&eﬁmyvmh
natieme is characterized by the parameter triple (k,t,7). This scheme can be used for generating
r:w&mbmmmthMSW.Mmmmommmmm
ww&mﬁnmuhhmﬂhmmnﬁngupmmbembymimﬁu
mmdoqmm?ofmmpomumberemedademmuoflhoﬁddGF(q).In
u,mmwnlmmmhmmulmdvuﬁmlmﬂinmofmhmﬁxpoimxmhe
“1gresented in one byte: so the overall minutiae coordinate can be represented as an element of
E)r(z“).minmostmuitismoughtomcoduﬁngupimwﬂh21minuﬁnpoi|m.Now
Wma?dnﬁngthemﬂmmmampmﬁduhis fingerprint and as a result 21

ul-]uﬁwofﬂampolynmﬁalﬁ!rﬁmupoﬁmnogupm{x(,y,}.lflhem
wmmhofmlsbm“mnmmmemomemmmm
nﬂunonco(hmt=21mdk=15,andthﬂ=fnnﬂleoomcﬁngmbi]ityofdmmdewmld
eamMmhlddiﬁmMpointsnldﬁmdmmmhsmﬂmmtyoﬂhem
mifmewwmwbembmﬁmd,mmmrdmﬂmmuhy,hemﬁduhh
sgerprint and the corresponding 21 minutiae points are generated. If 18 out of 21 minutise
wprdinates are correct, then the secret is released.
waumm&mmm&rwmuﬁiehmmmm:
wamiﬁmofaddmudomtehmgelhanhnlmﬁsﬁcofﬂmugwhid:inium
mm&fwmple,inthemwiﬂlmﬁmﬁaedr&mpwﬁvepmiﬁmdoenotphymy
,:,g.mhlﬂmiﬂmimmvmmmmdmthcwkhyhnhmdwm[3],whera
» 3 order of elements is important.

oiother approach to the problem of generation of passwords from biometric data, which also
mﬁluyvmltideu.isdemmhatedinthcwork[S].UnlikethamrkH},tlﬁawkisnm
jning any error correction technique described in the previous paragraph. The implementation of
Sezy vault is again carried out using fingerprint minutiae features. In this scheme the secret data
askmdedby“CydicRﬁmdmyChe&“(CRﬂ)pdymmid.Thishlmmlymed
iidhnique in communication channels, in particular in TCP/IP protocol to detect a burst of errors
1/ to a certain length. 16-bit CRC data is appended to the secret S (128 bits) to construct 144-
%' SC. In this way all burst of errors up to the length 16 will be detected.

¥X)= X5 + %5 +%; +1 is used to generate 16-bit CRC symbols. 144 bit SC is
laresented s a polynomial of degree 9 over GF(216) ie. P(4) = co + €y + = + cgu®. The
tnuine set G is then found by evaluating P(u) on the template minutiae features. As such we
hd that G = (43, p(ta)), ..., (y, P(uy))). Chuff points as in the previous case are added for
:‘:mxrityofﬂicayatm.ﬁmmmdomlyulemdpoinnLhndonotovulapwilhgcnnine
vints along with other points that do not fall with evaluation of P(u) for these points. Thus the
hulthﬂtemionofthuotmseh,shuﬂedinmdnmmdmmuwdingpmmdmehu
lllows: for the query minutiae u; ...uy the points to be used for polynomial reconstruction are
wind by comparing uj, { =1...N with the abscissa of the vault V. If any u{ is equal to some
ist coordinate of V, the corresponding vault point is added to the list of points to be used.
2isume that the list has K points, where K < N. It is well known that for decoding D degree
ilynomial D + 1 unique evaluations are necessary. For each of (K choose D + 1) combinations
: Lagrange interpolating polynomial should be conmstructed. After comstruction of the
riresponding polynomial we should check whether there are errors in the secret by dividing the
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to the legitimate L i combinations (K choose D + 1) of 4
drawback this approach is that many E ) 0 :
‘.l'be st should be

withguuuneﬁngupm‘ t

i is analyzed from two points of view. At first
proposed hadfaiﬂy_low‘:ﬁmwm-(which d be

as low as 0.01%). This is due to two-step verification. Fm_thn system i m""“ldpm r

mwmmmmpnﬁemgﬁmmmwmmﬁe .

Mldmm,mhpamkmmmmimﬁemdphmmw
pmdhmdmhemplmhuﬁmmmwnﬂdhmm“ﬂ
is again rejected.

3, Conclusion and Directions for Future Research : :
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O630op GHOMETPHYECKHX METOAO0B 3AIIATE! Kulogel

I'. Xagarpan u H. Ml.lnm
Annoranas x;

‘FIONACHOCTH BeEX COBPEMEHHLIX KpHDTOCHCTeM GajHpyercs HAa NpPEANOAOKEHNH, 4TO
KpeTHBIC ICTIOYH HCMOAL3IYEMBIE B CHCTEME, TAKNE KAK KIWYH Aas medpoBanus
pobmennil, KM AYTCHTHKANNE H KJI0YH KDENTOCHCTEM C OTKPHTHIM KJOY0M,
euspecTunl. B GOMLMMECTBE NpPAKTMYECKHX NPRIOKeHRH YIOBAETBOPETE  3TO
ipeanoaomenne menpocro. Camuif pacnmpocTpamewmuill mMeTol - 3T0 HCONONBIOBAHHE
OAANNHONALIX napodell nns madpoBanns Kmodell XpaEAmMEXCHE HA HEKOTOPHIX
oMuioTepusix yerpolicreax. Ho maponn ysaBHMS! MHOKECTBOM ATAK, TAK KAK OHN MOryT
SITh PArafAHL B YKpajensl. JIpyras ocHOBHAR npnbmu JAKINYACTCH B AYTCHTHEANNEA
jpuk3opaTeaeil. Xopowo m3IBECTHO, MTO OPH HCNONE30BAHNE TPAIHOHMOHHLIX H MEPOKO
ABCCTHBIX KPUNTOrpAdgMICCKNX METOA0B, AYTCHTHKANNN nob3oBaTeaell focTHraeTCH npn
OMOLIH MPOTOKOJIOB “BbI30B-0TBET", NPH NOMOIIM KOTOPLIX NNIL30BATEASL MOKET A0KA3ATE
PHEALICAKHOCTS HEKOTOpPOro Karoua emy. B sroli crathe npeacranaserca ofzop meronon
smepupoBauns naponcii w3 GHOMETPUMCCKNX IAHALIX, & TAKKE PACCMATPHBAITCHE BLI3OBL B
roil chepe n BosmozkEbe GynyEe NyTH HecAe0BAHNL.



