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Abstract

hmhpwmhnudmamehwmicwﬁngmocd.‘;mhmﬂblem
propertics. The generic method of voting presented here allows choosing different
approaches for ballot casting to provide the most user-friendly interface.

Introduction

“ectronic voting schemes found in the literature can be classified by their approaches into the
Illowing three categories: g .

[0 Schemes using blind signature;

O Schemes using homomorphic encryption;

O Schemes using mix networks;
mﬁngschmbmedonblindsignmmmsimplqeﬂidmmdﬂ'ble.bmthzquuimm
conymous channel. Frequently, the anonymous channel is implemented using a mixnet, but if a
mﬂmdhnﬁlnﬂqnﬂhﬂ@mhmlmmvms&mbmedm
mmphicmuypﬁonmcﬁdmlnmmﬁdmge,winmﬁwm-hmwbdgepmoﬁ
% used to prove the validity of each ballot in the voting stage, which are costly for the voters.
mhgsdmnubmdonmjmdmgmmﬂynmdﬁdmbemethequnireamw
computing for multiple mixers to prove the correctness of their mixing. However, the recent
sults of [8], [9], [10], and [11] have greatly improved the efficiency of mixnet. In electronic
iting schemes based on mix networks the voter typically interacts with the voting machine to
nerate an encryption of his plaintext ballot. But the voter should not trust the voting machine
correctly capture his vote. The voting machine has to prove a voter at the ballot casting phase
it the encrypted ballot accurately reflects the voter’s intent. At the same time the protocol
ould be receipt-free. This means that nothing should be given to voters while providing such a
sof that could reveal the voter’s choice. Earlier studies in cryptographic voting, schemes
umudthﬂeachvo&rmddhawanmddcﬁumpufwmammhc_wmum
ting place. This assumption is not realistic and therefore an active research is going to develop
ar-friendly voting schemes requiring minimal efforts from voters at polling stations to vote.
2 focus on cryptographic electronic voting schemes which do not require paper-based sub-
-Mukmdymdmmeﬁm-ﬁwvaﬁnsmbudm.mnMwmd
Adida and Neff. ﬂeﬂmemﬂduﬁghmdmlquhmithméﬁdmﬁ)ruﬂm
¢ ballots in that scheme consist of M ciphertexts, where M is the number of candidates in
ction . Thus the mix process cost grows linearly depending on the number of candidates. The
th cost of the mix process remains the weak point of mixnet-based voting schemes. Our
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Tovel mdaimma'smcwuppm_ﬂhm N{\:g;eﬂ'ecuwmi' \ding i
mﬂwmmcmﬁ&wwmadnu.u ows: voler befors Proces
md:lldld.luﬂ i lﬂdm“‘hﬂ" l"_"mpmﬂﬂuful ""{
mmmmmmMsnﬁnszwmwm::mw“d“.“‘“:
key msmhmdmmmmmwmuym_ e voter randomly cl ﬁ:l
‘ m&m@pﬂmﬁum‘*‘m FM‘:I
dgm'glgmpﬂdm / to encrypt s vote. We will ".n.g
what maypﬁ;’:c&od the voter will use for this step. Thus if the voting ma ,’?“'?H:;
it would be detected with 1-1/ probability, be '"M‘

secrets qud!'-
vt outside the voting place.

2. Modeli: m‘“““mﬁdwmmmmhmmmmn
mdidws.Asmmmdwﬁmuhmmwdsqmdu&mnmnnprm@ws..%
nﬂthcanhmimdpmuhlvelwmm & _
mwﬁﬁmmdmy,owhsuudm&lmymmnmmumm'm'ﬁ
o dmmeldmmiw.Wemnfyuchofmc&ummmaw

mlehcmustpllydunuthcelecumwm.

O Polling Stations:

begins.PSooﬂeﬁsaﬂthcvolumdpoahthﬂanB.ltismgdmmh, C
vﬁmwﬂlbcaﬂmwdbyPSwwtea]n}ﬂmj“{ﬂlbcabhmmoﬂ,mPsm
Wﬁﬁdwb‘wmkﬂpﬁﬁmmofeﬂmwﬂvmh, o4
kg Kdeuypmnpmclmnwd :
Decryption parties: There are by set D

own the shares of decryption key needed for ballots decryption. E,éhpbdn”“ ."};Hﬁ
can to BB. b

post :
hﬂ:parﬂu:Mixpmtypaﬁnmsmemixinsofmaypwdmg_mmmp :: 4l

a

o

manuamixpmyandthmmbenmmymixpmiaunwd&“rewiu '
that at lcast one of these parties is honest.

[1 Voters: There are N voters {Vy,Va, ...Vy} Who cast a vote. !

p Vedﬁen:Awriﬁ:rmbemyouewhoisnblewpufmmmummpl“
opaaﬁmUsmﬂyavuiﬁuommuumdmpmaeﬁwmdm :
n-yptngﬂphicopuaﬁmsnuuidePS.AveﬁﬁcrmrendtheBBmdmywmmﬁ‘
cbcckthcvdidityofsipammonihmmmmmofvmm-m_u
vaifymypronfpwiddbyzhcvaﬁngmmhimwdecrypﬁonpuﬁu.Avuiﬁu
complain in case he detects an error. o

The election process consists of the following phases: ,
0 Setup:AtthigphmthePSh:iﬁlliaulheBB.puhlilhulhechmﬁniucfa |
where all public keys used during the election are defined, and the description of a secun
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hash function H which is used at receipt preparation. All decryption servers and the
PoﬂingSnﬁmpubﬁshﬂwi:ouﬁﬁndpubﬁchys.Themdidmmemmdingisﬂso
defined and announced to all parties. : '

0 _}':ung:mmisphmmmmﬁmmmmdmwwmmmm

€n each voter votes using a voting machine according to the fixed protocol which will
be described later and gets a special receipt signed by PS; after which his/her ballot will
be posted to BB.

0 Voumhzﬂawmhmmmemaymdw]mﬁmtbm“m
l.hcmmdpomthemdtadblﬂouinshumedardaagainwnsﬁnthnmmmﬂw
ducrypﬁonpmytnpﬂ'fmmmpecﬁwwﬁm.Amixpmymﬂsobereqnﬁedm
provide additional data for verification purposes.

O Tlﬂmmmhphumcmuypmdhﬂmmopquby&qypﬁmpuﬁum
requhudﬁ:rlvuiﬁuﬁouofiuanﬁm.mmutofmﬂmlph:wiﬂbem
anonymous list of casted ballots to be already counted, ’

T Next we present all the phases in more details.

il Generation of Voting Parameters

At this phase the Polling Station initializes the BB and publishes the parameters of a
uum,whmuﬂpubﬁchyausedfordecﬁmsmdeﬁneiﬁmmmhgepﬁmu?mdQ
mP=2Q+1.Aleublickcy:mdahdowthechcbrmbgruupaqofzp.Pwalitbcs
1 public key. The key pair of the Polling Station is (PKps,SKps). The decryption servers
anerate the election public key Y using the threshold El-Gamal [1], such that each decryption
pﬁyhsamahmﬁlﬁ.Auymhiuﬂymhuhﬁmdideuﬁniﬁmuudin
ction is specified.

Assume that there are M candidates. Let’s take an M-order abelian group (M, ). The
umpnpeciﬁmimwﬂlbegivmlmnmﬂiewholeﬂdoesmtmminthebuﬂdingofme-
ﬁﬁngpmhml.ﬂmewhmdidﬂeismtedviaamimmdmﬁmﬂ.ﬂnthﬂ
MMBEI-Gmduwmisusedmmuyptdllhe'minfom:ﬁmomming
" voter choice, then each element of M should also be represented via some element from Go
dshmbeingmm-pteinismbedomhmmydj&'nunmysmdngﬁnhlpedﬁc
nrespondence will be given later, = A

{2 Voting

Wednnotdisumhu‘etheuﬂhmﬁmﬁmpbmofmmmdmuni@itychmhdmc
?PS.lnmadwedmﬂhomemﬁumdmdﬁmﬁmevoﬂng'wmhmmeh
wingiwnmdwﬂmicbaﬂﬁﬁthumiqneﬂ)lbmhem&ewﬁngmwhinemmhh
ve. While voting the voter should follow the specific steps of a certain voting protocol used in '
‘ction. There are a number of electronic voting protocols proposed in the literature [1], [2], [3]: ©

The intuition for our voting protocol looks as follows: the voter first enters I secrét keys
moted by { ky, ky, ..., k;}, which are elements of our specified group M. The keys are subjected -
“ncryption by the election public key. After getting a proof that all the keys are encrypted, the .,
wdlmmeuflhemtﬂadbyumlmpitmmdopmsthemaindm.mopmd
s will allowlhevotﬂ'lodmklmthnﬂheenaypﬁmofkcysispmpdywkmhdmﬂm



i, 0 m&mwh?sdmmixmmhﬁxingm
vogmn?nsﬂl;‘:ﬁmkmwummmmmt-mmm“
adoa {, Gy, s '), FO-CHCIYPES by using secret randomization

4 Tallyin 3 :
Aﬂ:rmemixp:caswhmmmwlmmdwdymmmﬂmqmmofm

: MMMMMY-MWjMYWIHMW
mﬁdwwfsofmﬂ“deﬂypﬁmhﬁ“thiﬂhcw:mbem

3. Voting Protocol
Before exposin swvuhsaebmnmebuicmﬁmﬁfmﬁniﬁmﬁmﬂdhew
mmM&FﬂMWMﬂM@rmmmm‘lm
mdmmmmmdmhnidwmwﬂfmwmtmwmofmmmmm
El-Gamal cryptosystem which is the most usable cryptosystem for e-voting systems due 10 its
Nmmﬁnmducemzchmm-l’edum :_nuo—h:mﬂedgcpmormmsqmwm
mmmcmvammmmedfwmuypum

El-Gamal cryptosystem:

Wemﬁm:dmbﬁmofmﬂﬂmdwbwmwm[l].mddimm
ofiuthichmahﬂﬁ:WmmﬁﬂhwﬁnsmehlﬂPmth
el orimes such that P = 2Q + 1. We denote by Gathe subgroup of Zyof arder Q. Al the
qumﬁmmeﬁcwuﬁmmpuﬁmedmmodﬂoPmﬂmoniumqugui
generator of Gg. The private key is an element X € Zp, and the corresponding public key is y =
g~ To encrypt a plaintextm € Gq, a random element r € Gpis chosen and the cipher text is
wmpuwduﬁy(m:r)-(g';}-((};hd). so the El-Gamal ciphertext is a pair of elements of Gg,



!

bsdeaypumD;(G,M)omel-Gmdnphum(G;M)mbempmdbylhBumof

l?lﬂxmthuihﬂumw:rb,(ﬁ;h&)-—-m.

T mmﬂmmmMﬂdmsyMuChmmmmM

paequality of discrete logarithms. The players are the prover and the verifier. Public inputs are
v, v, w where the Prover must prove the Verifier that he knows the discrete logarithm x without

svealing it.

n®rover: Computes:
0 x+ ZQ
=[*modp
0 b=h*modp
0 ¢ = hash(v,w,a,b)mod q
0 y=(+cr)modq
"Prover - Verifier: a,b,c,y
Werifier: Verifies that f¥ = av°(mod p) and h¥ = bw*(mod p)
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se Chaum-Pedersen proof thus represents itself as a tuple (g, b, y).

lillot-Casting Scheme.
mw we present our ballot-casting protocol in more details.

0 The voting machine generates random values (ry, 7%, 7273 ,r;.na')ez? It is
assumed that the voting machine runs a trusted pseudo-random number generator.
Here r; will be used to encrypt the i-th secret entered by the voter and ;" will be used
for generating a Chaum-Pedersen proof of correct encryption.

ummmmmmmmmommmm

H1 = hash (g || g || .. || " . g7")

This step is important to covert channels in the receipt. While selecting the
random values and committing to them in advance the voter enters any secret
information, the voting machine will not be able to reveal any information about the
voter's choice by using secret revealing random values.

0 The voter inputs ! secrets denoted by the set {ky, kj, .., k;}. Eadlkluarmdunly
chosen element of the group M.

o mmmmmnlmmwmgmmmmm
for each key k; the ciphertext E; = (g™, k;Y™) is computed and the Chaum-Pedersen
p'oofCP(m"”)isgmu'md.

nmmgm@mmmmdphummmmﬁn
H2 = hash(E,|| B3| ... ] |By |1 CPy [I . [ICP,).

o Aﬂumglhehuhvtlnepmtedmdrnmptthe%dtmmdumlymof
the secrets to keep it secret. The chosen secret will be used to encode the voter
choice.

O The voting machine prints all the remained [ — 1 secrets on the receipt and the voter
verifies that all his entered secrets except the last chosen one are properly printed.on
the receipt.

0 The voter makes his choice. Assume that the chosen candidate code is C.

0 The voting machine computes and prints on the receipt the value R = § °C. The value
R is also added to the ballot.



4. Security Prope
m“mmfshﬂﬂfwmemﬂmmumhmml
ensure.
4.1 Resistance to Covert Channel

resistan Lhcm\tnchmdisagcucnlpmbl'emspeciﬁcm.ﬂ]thewﬁns
mﬁmm:&d\mmmmblmummmmm
ﬁmc@mmmuwmwmmm“whmmm
mmmofmu»wmummmmwlmumpe_ﬂwmm
yammevoﬁnsminemuypuaﬂmevqumwmwmm ;
mpﬁmmwmmcmmmxhinemmmﬂaﬂﬂlcmdom_mhemmhﬁ
vmmmymmﬁmﬂion- Wemﬁcm\;lﬂlmoflm-cm i

Chaum-Pedersen fs. The first element 0O -Gamal ciphertexts and of :
o wmum&nnmmmofmwl
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rties of the Proposed Protocol ’
mug"

= hash(g™ “l...-g
g:pgjmfgpougxgﬁtytlovuifylmmnal[wﬂdecgedmdmmmmmm '
MnMNhhmcmMMQ.dehmmm&mﬁ
mmmmmwammmmmwﬁmmm”

mwmmlmwmmdmmmvuﬂymmy -
mmﬁmmewmdmwowaWm. Socte
4.2 Soundness

mehmwmmemamyquymmmwﬁm“m _
Mawummgmmm.sml.ummaw“h
incoﬂectly.wemdmathcvomormehelpumwdnh:mmmmm” bly hi
mmw.mmmmmwmmﬁnsmmwywmuw :
cﬂhﬂ&nwﬁmkhﬂp«.mmmndﬂmmﬁwlmembyinmtwuymm"
addition of the voter's chosen candidate code and the voter’s still-kept-secret key. We )
Mmhuﬁw—hsdmdaﬂmmwwcheckummgsmmm[ |mﬂi
mmw=s°c.msamm'lﬁwgwmehm
cbmenmdida.temde.WhiletryhsmMmehdpn,mgwmmhmmnm";‘?”ﬁ
wmm-schniumuhyahedofﬁmammmmdphmm o ol
mwmmmswjmdmmmmmmmnfm i P‘m
”‘m“'i'hmwmelminsmhhﬂity.Sommﬁ“m.d,m-,m‘m"“’“ﬂI w
correctly guessing the key which will remain secret, which means our protocol is at least 11/

sound.

Note that the final vote is composed of the voter's secret key and the candidate’s code -
him. While guessing the correct secret key to be kept secret and encrypting i i m;llz
vmmﬂmgmﬁmthuuﬂyhmunhowm,uith:mtmm o
preferred candidate’s code. This means, that our protocol allows the voting . mmu'{’g
only “blindly” and not be discovered with probability 1/ . machine to chear
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! £1.3 Receipt-freeness

sipter’s choice.
) .. Conclusion

q:‘hwamwlummmmmmﬂuhﬁmmmmmm
ninwmmmmmmmmuomm&mmmmu
%208t user-friendly interface. For example, all the secrets and the candidate encodings can be Boolean
,mwmmmmuwexmmnmmmamuwmymyw
anizing visual cryptography methods [4, 20]; or the group Zy can be chosen for encoding candidates,
Wmhﬂnmhufmdichluﬁmﬂamopmﬁmud&hwmhﬂnmdﬁrm
{mypﬁmbymwmhaﬂn&mndm}opu‘ﬁmmmmhmm&hﬂm
;.ﬁmmmmmmumammummmm.
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