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Abstract

The discrete memoryless broadcast channel with confidential messages (BCC) in-
volves two discrete memoryless channels with two sources and one encoder. A common
message must be transmitted to two receivers and a private message to the intended
receiver, while keeping the other receiver as ignorant of it as possible. Secrecy leakage
rate is the rate of information available to the unintended receiver about the private
message. Upper bound for E-capacity of secrecy leakge of the BCC is derived.

Key words: Broadcast channel with confidential messages, E-capacity, error prob-
ability exponent, method of types, secrecy leakage rate, sphere packing bound.

Introduction

% broadcast channel with confidential messages (BCC) was first investigated by Csiszdr
| Korner [1]. The model of BCC is depicted in Fig. 1. It is assumed that a'common
zsage must be transmitted to two receivers and a private message to the intended receiver,
llle keeping the private message secret from the other receiver. The¢apadity region of the
JC was obtained in [1]. : QU :
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Figure 1. The model of BCC with two receivers.

this paper, we study the rate of the maximal available information which can be obtained
‘an unintended receiver about the private message: we call it secrecy leakage rate. We find
upper bound for E-capacity, which is the secrecy leaknge rate of the unintended receiver in
sendence on his error probability exponent E. This result generalizes the sphere packing
und for E-capacity of DMC found by E. Haroutunian in [2] (see also:[3]-[5]). . -
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3 _ i e For the finite set A’ the cardinality is denoted by
Weamouﬁ#;}**“b’\ﬂf;ﬂr:&mnmu-@w]ﬂh‘ﬂum&m..:{
1. The capital ltters X, - " 0 ., the corresponding lowe case leters =, .. The

specific reallz’ 1msgh1\'mdmtedbybold-ﬁ“'mm&....md&._‘ ;
mﬁ\‘?. mdg:o;:;facc has an input alphabet X and output alphabets ) and 2,

The discre . th:-?ﬁ""t ey receivers. The vector xv= (®1, - 2N) € XN is the
W"”' ;u, (g, e ) € N and z = (21, s 3N) € 7 are the output vectors of

N. ;
We introduce an additional finite set . RVs Us,

“d'lie mh bc::ad:nsl channel is defined by the conditional transition PDs, ‘
i
Wy = (Wyx(wl=). # € x.ped)l, Wax={Wax(:lz). z€ X,z € 2},

undbypmdudsforNussofchannel

x.rmzmmu-m%_x’il

s N Y. A
W (ylx) nI_IIanw-ls.J. Wi (alx) = I1 Waix(zalza)-
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We consider a code (f, ), where £ is an encoder and g} is a decoder which recej 3

appﬁswhywdetuminethGpﬁmm:nwl. A code (f, gb) is characteri “i.

the coding rate R,. .
Tbinmmmythesmchmicmwdinxhappﬁed[l].Theawdwmcmf :
thublodtlengthh’inapuciﬁedbyconditionalpmbahlliﬁuf(xlm.!).whmxexx.m_ -
M, €L, and gxf(xlm-f)ﬂ- 4
Theinﬁnrmn:ieonaboutthepﬁmtemwlmnninndlncodmrdxhpmidlya
toreoeimz.TheelcmmtsofghuetchmmsadinamtﬂxofdhnmdonAxJ.nM
thepﬁmwlhlocawdmthemwofinduanndinthecolumnofindea:j_v&
wnsidarth.nttheeavﬁdmppacmﬁndj.hordﬂtodeﬁnﬂtheuochaaticmmd[“ g
coder introduces & mapping @(b) = j from {1,..,B} to {1,....J}, with B > J. We shall
upperbouudtheme:ylmhsemebyﬁlnsﬂ. For more details we refer to [6]. The
cudimljtybemdLmdenotedbmedL.nnpectiwly.
Thenvmsuemrprobnbilitynzmodm2todowm1nebisthabllmdng

Message m € M
be sent to receiver 1

&(f, 5 Wazx) EMmxL)t X Y f(xim, l}wﬁx (g (O)°x), m, D). (1)1

mEMJEL xe XN

The E-capacity O(E) of secrecy leakage is the rate R, of optimal code (f, &) with the
given mcpnnmEuI average error probability.
s mqu - [{‘3‘,{‘?‘,},% .ﬁuo}(:r l)’an RV Up. We use conditional PD Py = {P(z|ug), ;J
, Up € Up. = {W z), z € X,y € Y}, and Vgx = {V; €
Z}belomecondlt:l!::alPD:!x : Wi {nx(zlz).ze:\'.sd:
We assume that Uy — X — Y and Up — X — Z form Markov chains. |
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For the given E > 0 consider the following functions

A :
R:'(E' Qo By) = Vmi”“’m%xna&)sarmv‘“ (XﬁZIUo).

RY(E) £ pax R?(E, Qo, Fy).

7he purpose of the paper is to establish an upper bound for E-capacity of secrecy leakage.
Theorem: For all E > 0,
C(E) < RP?(E).

4. Proof of the Theorem

et @ be a type of vectors in Uj' and P be a conditional type of x € XV for the given ug.
;!"heoodebookhgmm:edbyt.hefnﬂﬂwing

First, Mvmmummchom&uqu’!(%) Then for each upy, A x B codewords
...,#mdrwn&ompo-she]lfgﬂ()flm..) The codewords are arranged in M classes and
wwvery class contains A x B codewords, where

B= Q(p{ (IQ{,,P.‘,'.?;I;; (x A ZIUU) = 6)}!

Vaix:D(Va x| Waix 1Q0. Fo) <E
and A is such that % log A = } log L — 4 log J. We use the sets A £ {1,...4}, B2 {1,...B}
and 7 2 {1,..., 7}

~ To encode the message | = (a, j) a pair (a, b;) must be chosen. To this end, a function @
13 defined to partition every class m of codewords into L subsets of nearly equal size. Then
|, pair (a, b;) is chosen randomly from {(a,b) : b € ©~(4)}. The encoder of pair of messages
am, 1) is f : (m, 1) = {xm.a.lu}mm&m

" Let E and & be given such that E > & > 0. Let the code (f, g}) of length N be defined,
,i?.butherﬂeofthemdemdmmurpmbahiﬂtydmmcpomﬂaﬂy '

(M x L)~ Z Z S(xlm, OWix (7 (6))°Ix) < exp{-N(E-6)}.  (2)
'ﬂenumbuofmemeLmbeprmtaduthemmbmofmdewmof_dﬁuum

(ypes
Mxl= 3 UMxON_ U Tl
w0€ 73 (Ua)

The number of all types @, Pj is less than (N + 1)I*1tI then there exists a niajor type
(%5, Py such that

M ON U Ty Xlual 2 M x Lx (N +1y74004 Lo
WE‘TQ.

Now in the left-hand side of (2) we can consider only the codewords of types @5, Py and the
sart of output vectors z of the conditional type Vzjx

> tmanlm, DW R (T pz vy (ZB0m, Xm,as) () 927 (B) Xm0
m%;.s,ﬂq‘%_,alxlw)iﬁv"m



<MxLx exp{—N(E -}
) we obtain that

(200w, Xemad ;

: pevtl)
s ay €152 p2 (Xiue)

Forz € Té‘éf;.i'z:x

1T ‘.m(zm...x.w)ﬂn;“(ﬂl} < M x Lxexp{—-N(E -§)},

)
v T f(Kmaslms DT i v (Z100m Xmas)| = i
,.u:mim-lm .
M x L x exp{—N(E - 8)} .
ep{—ND Dz IWzxI@s Po) + Hagrs v (21 59)) ;
<N T S (xmanlm DITGEp Vi (Z100m Ximas) 037 B)]
mEM ajxma s, €100 ,.t.rhnnea-‘m

mm-a—’, ET%

Then we have
(N + 1)~ HIR6lIZ] exp{ N Has,p vax (Z1Un, X)} -

wm;,ﬂ%_’;(xh,
_M x L x exp{NID(Vaix [Waix|Q, F5) + Hag Py vax (Z1X) = E +8]} <

> Y f(Xmaslm, DT £ Ve (Z100m, Xem.ap) 027 (B)].

7 mEM 03K 0y €T (X100) bey—10)

So
MxoN U T Xuo)l(N + 1)~RIR6lI2 exp{ N Hae g Ve, (Z1U0, X))}~
-.ergawel

M x L x exp{N[D(Vzix Wz x|Q5, F5) + Haz.ps.vaix (Z1X) — E + 8]} <

<X p 5 Y fXmaslm, DITE pr vy (Z100m Xman) 027 (0)]. (4)
M . €T s (Xl0) b1 )

For every j we consider such b; that for each b € ¢™'(j)
T2 e v (Z100ms Xima) (1937 )] S 1T 55 vy (21000 X ) 07 ),

and from the definition of decoding function gj it follmth&tthnueug;“(b)mdjqjomﬂ
therefore

!! Z ¥ =1
m%*ms,zqgr(mymgwﬁxnulm 73575 vy (2 00m Xomas) (137 0)

< o Z|gm, I=1
...%ud*-«-.ue)f:é';,;mw)' G5 Vapx (2 10m Xmad) (192 (bf)lkgmf(x..,..lm.n
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< “EZM 732 Py Vi (Z100m)| < M exp{NHg; p; v, (2|Us)}. ()
Aaking into account (3) and by substituting (5) in (4) we come to
M x L x (N + 1)~ R&li(21+1) exp{NHg ps vy (Z|Us, X)}—

—M x L x exp{N|D(Vapx|Wax|QG, F5) + Hay b v (Z1X) — E + 4]}

< Mexp{NHg v, (Z|Us)}.
snerefore

e exp{NIgz. 5 vyx (X A Z|Up)}
= (N + 1)~el(Z31)

— ep{N(D(Vzx Wz [Q5, P5) — E + 6)°
snee L =A x J then J < L, so0

o exD{NIq; r; vsx (X A Z|Us)} ©)
= (N +1)~PRel(Z80) — exp{N(D(Vaix [Wax|Q3, B5) — B + )’

st N large enough (N +1)~PIR6IIZ81) _ exp{ N(D(V, IWzx|Q3, P5)— E+46)} is positive
Ithe following inequality holds

D(Vzix[Wz1x|Q5, Ps) < E — 4.
1aus from (6) and the definition of R, we conclude

0<R < Jax B wtvmﬁx R Tgo.p, Vi (X A Z|Up).

yie proof is complete.

Conclusion

:utudiedthemecyleahsemheintheBOCandduivedasphmpaddngboundforE—
wacity of secrecy leakage. Thiaresultgunmﬂzuthesphaepwkin;boundfur&'—up&dty
lDMC,n.ndwillbeusedtomhablishaninnorboundforﬁ'—upadtymgionoftheBCC.
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cd)epnqecmﬁ yIaKOBKH CKOPOCTH YTeIKH CeK] :
B mEpOKOoBema oM KaHaae C CeKpeTHBIMHA coobuy L
H.Admap

AHBOTaIHNA

O6mee coobmenne mposommnoro KaHAAA C CEKpPEeTHRIMH
nepeAaeTCH ABYM aapecaTaM, a JacTaoe cooGIIeH e TOABKO OAHOMY H3 HiLX i
6T HACKOABKO BO3MOXKHO CeKpeTHRIM AAsl BTOPOTO. MocTpoeHa BepxXussn

[E-mpommycKHOH cnocoGHOCTH CKOPOCTH YTeIKH ceKpera.
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