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Abstract

This paper describes a method for constructing families of explicit irreduci_bl_e
polynomials over F,. The proposed method allows construction of explicit
polynomials of higher degree over F; from a given sequence of primitive
polynomials. A computational algorithm has been developed and implemented on
base of this method. The program is realized in the most effective way possible in
cluster computational environment. Allocation and distribution of memory resources
have been implemented in & careful manner, since data size increases drastically with
increasing of the amount of computations required. Program paralleling is performed
using data paralleling, i.e.dmisdism‘buﬁngnmonsal! Processors, uduch_ru.nme
same program and each of which builds the subsequent irreducible polynomial, and
finally a sequence of all the imreducible polynomials in eaq?hclt form is obtained.
Moreover, the program also searches for the polynomial with the lowest possible
weight among of all the polynomials of the same degree.

1. Introduction

An efficient way of software realization of elliptic curve cryptosystems is based on presentation
of finite field elements by a polynomial basis, if low weight irreducable polynomials (the weight
of a polynomial is the number of nonzero coefficients of the polynomial) are used to construct
the field. Usage of low weight imreducible polynomials allows faster implementation of basic
operations over finite fields. An efficient way of hardware implementation of these
cryptosystems is based on the presentation of finite field elements by a normal basis, that is a
suitably chosen ireducible polynomial such that its roots form a normal basis and with no
restriction imposed on its weight, is used to construct the field. Thus, we shall present a method
of construction of explicit polynomials of higher degree over F, from a given sequence of
primitive polynomials which is interesting from both a theoretical and a practical point of view.

Thus the following application problems are of significant importance: design of parallel
software packages giving efficiently implementable algorithms to construct irreducible
polynomials over finite fields and determination of the periods of these irreducible polynomials.
An efficiently implementable algorithm of constructing irreducible and normal polynomials over
finite fields has been designed based on earlier theoretical results. The algorithm allows
constructions of sequences of irreducible polynomials of higher degree from a suitably chosen
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irreducible polynomial, as well as constructions of imreducible polynomials of higher degree with
linearly independent roots.

The major advantage of this algorithm compared with analogous algorithms is that fewer steps
gre required to perform the algorithm, that withdraws the necessity of solving systems of
equations with many variables, and as a result considerably enhances the efficiency of
parzileling the algorithm.

Let L f(x) be the operator of Varshamov:

P 2 1 L a "'
L’ f(x) TS .Z.ngé,a,x

where f(x)=Y . a,x" and 8(x)=) " a,x",a,,0,€F,.
Let £, =1f,(2), fy(x),.... £, (x)} be a set of o primitive polynomials with pairwise relatively
prime degrees n,,m,,...n,(n, >1), Tespectively, over Fp; T=[] (*-1); @(x) be an
irreducible polynomial of degree n over F,; ged(m,T)=1; G, be the selection of all possible
sequences £ =(&,,,,..,&,) of length o, where g, =0 or 1.
Furthermore, let for any sequences s G,

f(x’ E'Eﬂ) = L‘Hf‘ (x)“ ’
i=]
*f(x,6,Z,)= R (x)(mod p(x)),
and ' (x)=) . wi”x" , where w'* is a nontrivial solution of the congruence
> WO (R (2)" = 0(mod p(x)).

Then we have the following theorem.

Theorem 1. The polynomials
2!:'0.' ) W“I (lf(xs £, zu ))
= -n° o-is|
e Hﬁ:"‘j‘- ; ¥ (xf(x,6,2,))

and ™ (x) of degree a7 and n, respectively (where |s| = Z:_I g, and veG,), are irreducible

over Fj.

In this paper we present an overview of the method provided to construct explicitly irreducible
polynomials of higher degrees over F, from a given sequence of primitive polynomials. In
section 2 we give the description of a software package IPG (Irreducible Polynomial Generator)
for constructing the polynomials mentioned above and bring up details of main operational
blocks of IPG. In section 3 we describe how program parallelization is performed and bring up
details of its implementation in Armenian Grid infrastructure.
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Parallel software package IPG (Irreducible Polynomial Generator) is developed for constructing
degree over F, from a given sequence of primitive

icit polynomials of higher ;
°f°’q’h'.m| meéka”wpmwﬁdinmsunanetworkdustu-usmgmlua
ﬂadul Alluuuon and distribution of memory resources have been implemented in a careful
75 increases drastically with increasing of the amount of computations

. ed in the most effective way possible. To compute residue
:1110 ﬁd‘:g]s opmm::(’;;minpﬂmmon ptimal manner, we compute and keep the set F[x]/(@(x))
ials of degrees less than deg(@(x)) in Flx], i as @(x) is an

(equivalence class) of polynom
irreducible polynomial of degree a over F,, or, equivalently, the field element x = (0...010) is
the generator of Fr , then F[x]/(@(x)) is the set of powers of x modulo @(x).

For example, for qu with irreducible polynomlu.'l @(x) = x* +x+1, the computations are
summarized in Table 1.

i | * mod 2* +x + 1 | vector notation
0 1 (0001)
1 x (0010)
2 =+ (0100)
3 o (1000)
4 r+1 (0011)
5 P+ (0110)
6 z* 4+ 2° (1100)
T Prr+1l (10L1)
8 41 (0101)
9 P+ (1010)
10 ezl (0111)
11 Py (1110)
12| 4+ +x+1 (1)
13 Prat+l (1101)
14 =+ 1 (1001)

Table 1 The powers of x =(0010) modulo @(x)=x"+x+1

To compute p(x)modg(x), where p(x) =Y. p,x", we replace the polynomial members
x*(0Su<m) with asppropriate elements x'(0<i<2" -1) from the equivalence class

Flx]A@(x)):
x" = x', where i =umod(2" -1)

Scheme 1 overviews the main operational blocks of [PG.
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3. Parallelization

Program paralleling is performed using data paralleling, i.c. data is distributed among all
processors, which run the same program and each of which builds the subsequent irreducible
polynomial, and finally a sequence of all the irreducible polynomials in explicit form is obtained.
Moreover, the program also searches for the polynomial with the lowest possible weight among
of all the polynomials of the same degree.

Our objective is to construct irreducible polynomials with both even/odd and higher degrees
from initially given Z_ = {j](x). fi(x),.... [, (x)} set of o primitive polynomials over F, with

pairwise relatively prime degrees n,,n,,...n,(n, > 1).

IPG Input
£, = {f(x), £z} S, (2)}
@(x),deg(p(x))=n

- L

IPG checks
ny,ny,....n (n, >1) pair wise prime numbers

ged(a,T) =1

o

IPG processing

‘compule f (X,S.z,)
find R*)(x) residues
wive 377 w2 (R“)(x))" = O(mod p(x))
«6, W' (f(x,¢,L,))

Kie-|c)

[T, v aftxez,)

wmpute F(x) = (@(x)) "

N J

IPG output
Irmeducible Polynomials
v (x), deg(y'" (x)) =n

F(x),deg(F(x))=nT

Scheme 1. The main operational blocks of IPG
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Let Z, be the set of all possible pairs, triples,....(7~ 1)-tuples of the set £, and Z, itself:

AW A RIACINACIH T {fo (), £ (x)}
_JUAE, £ £, (A3 £,(x)s Sa(X)}ss {fo2(X) foi(x), £5(x)},

5, = {fi@) o@D £ ()}
TﬂkpurllleiinginthemyamisreﬂiudufoHMMOfﬂwmismsidaedume

main (Scheme 2 overviews the parallelization in IPG). It distributes the elements of Z_, among

the other processors and registers the outcome. Upon receiving these elements of Z, as IPG

inpm.:hcoﬂwrpmceswmnmll’(}mdhﬁmthemainproo&ssonlheobminedmms,m,ly
send the found irreducible polynomial to the main process. In the end we obtain a list of
imeducible polynomials of higher degrees in explicit forms. We also obtain irreducible
polynomials with low weight, which, as it is known, provide faster implementation of basic

operations over finite fields.

s
nput: { f(x)...f; ()} and
@(x)

Scheme 2. Parallelization in'[PG
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£ Jepguninp nuizmh fpw wijbpudth puqiwbnuniGhph pugwhwyn
mbupny Junmgiwi tnuGwl Yuumbpughl huygoquiui hudwljupgonud

0. Uwfmijwi L U, Yympbnjwi
UWiithnthnud

Wuwnwlpnd  Ohwpugpjuwd &t F  dbppunjnp  nupwh  Jpw  wGbpwobh
pwquwlnuilbph pwgwhwjn wbupn] YJwnmgdiwl dh bqubwy, npp hGwpuninphGu
Eptljinpnpbl dpwiplbp b ppwlwbwgyb) E juwumbpughb hwzdnquijui hwiwlwpgmd:
2hznnmipjwl nbumpulbph pwafunuip® hhznnnipjul hunljugndl ne wqunmdp uenwp]by
i fuliwgnrwpwn, pwih np hwpjwplGbph ppwgpmd wdjwiGtph bpwpmpymGibpp ywwn
wpwq wémd Bi: Ypeunbpughl hwpyoquijwl hwiwijwpgmd opwgph qniquhbnwgnuip
Yuunwpby £ pun nyuylbph, wjuhGpl ngywiibpp pwzhujmd b6 wpnghunpGbph dhel,
popnp wpngbunplbpp w2fuwnmd b6 dhLinyl dpwgpm] L jmpupwlyympp jurengnud £
hippului wifbpwobih pwqiwinuip: UpgmbGpmd uvnwimd bip wGlbpudtih
pwgiwlnuuifbph hwenpnuljwinmpymG L pwgh wyn thGnpmd bip dhllnyl wunhwbh
hGwpwinphlu thnpp Yzhn nuibgnn wiybpudtih pugiuGmpudp:



