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Abstract

This paper presents some results concemning synthesis of new cryptosystems
equivalent to SAFER+ and SAFER++ 1o perform their linear cryptanalysis in the cluster
computational environment. A parallel software package “LinearCryptanalyser” is
developed to find such "Armenian Shuffles® which were chosen as secure against
differential cryptanalysis and now will be checked if they are also secure against linear
cryptenalysis. The research is focused on both theoretical and practical aspects of
existence of linked /O sums. The software package “LinearCryptanalyser™ analyzes the
existence of linked /O sums and the absence of such sums will indicate
cryptoresistance of block ciphers against last-round attack.

1. Introduction

Generally, cryptanalysis of two types: differential and linear cryptanalysis are carried out to
check security of block ciphers. The research is mainly aimed to synthesize new block ciphers
ol SAFER family that would be equivalent to SAFER+ and SAFER++ block ciphers and would
offer substantial improvement over the previous ciphers in SAFER family from viewpoint of
speed. To this aim parallel software packages were designed to perform differential and linear
cryptanalysis of the new block ciphers in the cluster computational environment. These packages
allow the users o examine a great many coordinate permutations "Armenian Shuffle” and to
perform differential and linear cryptanalysis of block ciphers corresponding to these
permutations. The new block cryptosystems, chosen as strongly secure against differential
cryptanalysis, are also subjected to linear cryptanalysis. Thus, all the block ciphers that are
secure against differential and linear cryptanalysis could be used for data coding as secure and
fast block ciphers. The current research was carried out in statistical aspects of linear
cryptanalysis and a parallel software package “LinearCryptanalyser” is developed to find such
"Armenian Shuffles” which will allow construction of block ciphers that are secure against last-
round attack. Efficient algorithms investigated by the authors of this paper were implemented for
finding effective homomorphic I/O sums. First, a function is implemented to create and analyze
the dependencies table between certain bits of the PHT output vector on certain bits of the PHT
input vector. Secondly, a function is implemented to create the database of effective
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homomorphic VO sums for the PHT-function. The software package “LinearCryptanalyser”
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of linked 1/O sums with Iurgebiuswnthmﬁwunda.
2. Definitions and Implementation
The linear attack explores linear relations between plaintext, dpl{el:(m and subkey bits. Linear
approximations for an dpbﬂmq!qﬂuymwmbmmsappmximaﬁmfmm
round. Let's introduce the details of the statistical research.

If X, =(%urEueiren2s®i) is an n-bit input to & round, R(x,) is its output, and K, is the
ruundsublmy.thmalinearrelaﬁonmbeexprmedas

X,-TI®R(X,)-TO=K,-TK, (1)
where [LTO and I'K, are n-bit masks which specify the bits of X,, R(X,) and X
i

involved in the linear relation. For example, X, -TI=X-45,=x @ x, ®x, (the subscript ‘x*
al values). The lefi-hand side of equation (1) provides an estimate for the

indicates hexadecim

XOR of the subkey bits on the right-hand side. Without loss of generality, th .

simplified equation is employed ty, the: Sllonis
X,-TI®R(X,)-TO=0 2)

Two numerical values can be associated with (2): first is the probabili
_P(X, T/ =R(X))'TO)) 10t the ith whi i .
. = ) expresses frequency with which equation (2) holds
(relation (2) is also called a linear approximation). Second, the deviation of parity of (2) from a
S| :
= sps3 and the approximation is useful only

random relation, or p'= p— % It is clear that

if p'#0. The absolute value &= p’ is called bias. The larger the bias the more
0. : useful the li
[e]?tmn is, that is, the more unbalanced the parity of (2) from a random distribution, ;:“:w
plaintext is needed to estimate the value of K, -T'K, . The number N of known plaintexts req'ui]:;
ﬁ:rlmmckusingalinearl:claﬁonwithbins & equals. N =c-&™, where c is a small constant,
which depends on the algorithm used for the estimation. In case p’ <0, the value obtained for
‘_:‘ .TK, isactually K, -TK, =(KX, -T'K,)®1. The following notation will be used to represent
binary-valued linear relation for one round of an iterated (n-bit block) cipher: b
 T=@TLr0,) ® '
2 (I);?_-niund linear relations can be concatenated or stacked in order to approximate mo
e LIF T, —(L:'X,.l"}’,,s,). TI; =(X,,I'Y,,s,) are r,-round and r,-round indcp.u:ndcm]im.m-re
on.s.mpect{wely, and 'Y, =TX,, then it is possible to combine them to form an (r+r
round linear relation I, = (TX,,T'Y,,£) with bias £=2-§, - &,. e
_ Let's now define I/O sum S for a round: an I/O i
_ . sum S'” for a round i
sum of a balanced binary-valued finction f; of the round input ¥“™" and a bt:.I:nt::ddl:?-m
valued fimction g, of the round output ¥*?, namely &
5 = f,(r"")@ g (Y?)
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I Definition. The imbalance I(V') of a binary random variable V is the non-negative real number

 [2P1V = 0]-1| where PV = 0] is the probability that V takes on the value 0.

| Definition HKM (Harpes-Kramer-Massey) [1]. The functions f, and g, are called input

| function and output function, respectively, of the /O sum S . /O sums for successive rounds

r will be called linked if the output function of each I/O sum except the last coincides with the

 input function of the following /O sum: g, = f,.,. When S, 5 S are linked, then their

 sum is also an /O sum:
srl ) =$,',,S"’ =£(yw:)eg’(ym)

- which will be called an r-round 1/O sum. Currently we observe these I/O sums and we apply the
generalization of linear cryptanalysis presented in [1] to SAFER, and try to find effective
homomorphic /O sums for more than one round. SAFER is an r-round iterated cipher whose
round function is defined in Figure.].
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Figure 1: Round funetion of SAFER
Let X denote the input and Y the output of the round function. The round function
consists of a cascade of the following operations:
1. a byte-wise mixed XOR/Byte-Addition (XOR/ADD) of 16 input bytes and 16 key
bytes, the first part K of the round key — its output is U = XOR/ ADD(X,K)
2. a non-lincar layer, where each byte is subjected to either the non-linear fimction exp:
x> 45" mod257 or its inverse function log — its output is ¥ = NL(U)
3. abyte-wise mixed Byte-Addition/XOR (ADD/XOR) of 16 input bytes and 16 key
bytes, the second part X' of the round key - its output is W = ADD/ XOR(V,K")
4. aPseudo-Hadamard Transform (PHT), consisting of four level “linear layer” boxes
labeled “2-PHT™, such that the output ¥ = PHT (W)
SAFER+ consists of the cascade of eight such rounds. In these notes, a binary-valued round-
function f; of the round input ¥"~"can be divided into two “half-rounds”, such that each half-
round is the cascade of a keyed group operation (either XOR/ADD or ADD/XOR) and an
unkeyed function (either Non-Linear or PHT). First, we have to find all homomorphisms for
XOR/ADD or ADD/XOR respectively. There exist 27 -1 palanced homomorphisms for
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ADD/XOR, namely the functions f, defined by f,(¥)=aeV, where a lies in the set of 128-
o s € {00,01}; ;35,8575 F105F11»F14» s € Fa# 0}

A= {a:a,.a,,a,,a,,a,,au.ﬂmﬂu :
Similarly, there exist 27 —1 balanced homomorphisms

where b lies in the set of 128-bit tuples .
bslr{;b"b‘,b:,b',éhb“,bu.bm € F;l;bi'b!'b"b"bm’b"'bu'b“ = {m'OI}'b = 0}

We stress that the set of all homomorphic functions for XORIAPD and the set "f all

. orphic functions for ADD/XOR are subsets of the set of all linear Boolean functions.

s of linear cryptanalysis is more restrictive than an

s H ‘on
Thifsitus, e Spproee i the B wever, an analysis ofall lincar /O sums is infeasible and

we do not believe that it yields a better attack than ours. Secondly, we have to consider the half-
round containing the PHT function. We denote these /O sums as follows:

SHT = f,(N)@ f,(Y) wherea€ Aand beB
We define S/%" as guaranteed sum, if 1(S™7) =1, i.e. the imbalance of ST equals to 1.
For the PHT-half-round, the only homomorphic VO sums that have non-zero imbalances are
2"—1 guaranteed /O sums obtained by XOR-ing together any positive number of the 16

teed 1/O sums listed in Table 1.

guaran! ¢
Table 1: PHT cies table
(a,b) JilY) J.()

[{0117001100000000, 1000000000000000) | Y1, W2, @W3, e W4, @1, OWS,
(0111001111010000, 0100000000000000) | Y2, W2, @ W3, oW4, oW1, O WS, O N9, BW10, 012, |
{1100000000000111, 0010000000000000) | ¥3, W1, ©W2, & 14, OW15, OW16,

(1100110100000111, 0001000000000000) | ¥4, Wi, ®W3, OS5, O 6, OIS, @ W14, 15, OH1G, |

for XOR/ADD, namely the functions f,

{0000000011001101, 0000100000000000) | Y5, W3, @10, @ W13, BW14, BFIGE,
{0011010011001101, 0000010000000000) | Y6, W3, @ W4, @76, ®W9, ®W10, B W13, B W14, O 16

(0000000001110011, 0000001000000000) | Y7, W10, @W11, W12, W15, ®WI6,
(1101000001110011, 0000000100000000) | 18, W1, @W2, O W4, W10, @11, OW12, ® 15, B W14

{0000000011011100, 0000000010000000) | ¥9, W3, O10, W12, BW13, OW14,
(0100001111011100, 0000000001000000) | Y10, | W2, @ K7, @8, B, @10, BW12, ®W13, W14

(0000110100110000, 0000000000100000) | ¥1l, W5, ®W6, O W8, BW11, BW12,
(0000110100110111, 0000000000010000) | Y12, w5, ® W6, @Ws, W11, @12, ® W14, @ W15, D16

(1101110000000000, 000000000000 1000) ¥i3, W1, @12, @4, ®IV3, ®IF6,
(1101110000001101, 0:000000000000100) Y14, Wi, @W2, a4, WS, W6, 013, 014, @W16,

(0011011100000000, 0000000000000010) | ¥15, | I¥3, @IV4, WG, ®WT, ©WS,
(0011011101110000, 0000000000000001) | Y16, | #3, ®#4, @ W6, @W T, ®WE, ®H10, & 11, G 12,

Secondly, S7;” depends linearly on some W, if f;(PHT(W)) depends linearly on this ¥,
and if a, = 0. Within our research we created the dependencies table between certain bits of the
PHT output vector on certain bits of the PHT input vector.
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Let now show, that besides of these 2' 1 guaranteed /O sums all other sums have zero
imbalance. The random variable f,(¥) can be written as a XOR-sum of the output bits

71,,¥1,,..,Y16, and f,(W) as a XOR-sum of the input bits #1,,W1,,..,W16,. All 72 output
bits that may appear in the sum for f,(¥) if be B can be written as the binary-valued
expression containing input bits, but no output bits. In particular, we are interested in those 56
input bits that can never appear in f, (W) if a€ A. In Table 2, we consider a column for each of
these input bits and a row for each of the former output bits. The entry of the row ¥, and the
column W, is:

0 if we know that ¥, is independent of ¥, , i.c. if the expression for ¥, does not contain ¥, ;

1if ¥, is linear in ¥, , i.c. if we can write ¥y =W, @ (W, W, W, ;.. W ).

7 otherwise

Let 82" = f,(W)® f,(¥) have non-zero imbalance. Consider the coluran for #0,. It contains
only zeros but three “1” in rows for ¥3,,Y7, and Y12, . There is
Si(¥)=be¥T=03,Y3,®b,Y7, ®b12,Y12,

relation, where f,(Y) is linearly dependent when Y3, @Y7, @ Y12, =1.

It is clear, that for each values of 53,.57,,512, € {0,1} where (53,,57,,512,) # (0,0,0). f,(Y)
function has zero imbalance. As f,(#) is independent of W0,, S747 is again linear in #0,
and its imbalance is zero. So, by contradiction, (63,,57,,512,) = (0,0,0) and we can ignore the
rows Y3,,¥7, and Y12, in our further analysis. The iterative analysis shows that there is no

non-balanced homomorphic I/O sum in this regards.

We next consider the half-round containing the non-linear function NL and tried to find
homomorphic I/O sums for NL. that have non-zero imbalance. Such I/O sums can be obtained by
summing 1/O sums for its building blocks EXP and LOG. For the function EXP with input U,
and ¥, output, the only homomorphic /O sums are

Sf‘: =(a,*U,)® (b, +V,), for a, € B\(00} and b, =0l.

The most effective ones are obtained when (a,,b,) is equal to (cd,01) or (ff;01) (the
imbalance being 28/128) or to (86,01), (bf,01), (c0,01) or (f7,01) (the imbalance being 24/128).
Remark. /(S55)=I(Sqa) = 1(Sga) =0. Furthermore, for all a,,5, € B, if 4,(7]=0, then
f fns.:: ) = 0 .

For the function LOG with input U, and output ¥;, the only homomorphic I/O sums are
Sﬂ =(a,*U,)® (b, =¥,) for a, =01 and b, € B'*\{00}.
Their imbalances are easily deduced since (Sf: )= I(Sg ). Finally, we have to link /O sums
for successive half-rounds.
The following theorem takes place (see Theoreml in [2]).

Theorem 1. The procedure for finding effective homomorphic I/0 sums does not find an I/O sum
with non-zero imbalance for a cascade of half-rounds taken in the same order as they are used in

SAFER and containing at least two PHT-layers.
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Task paralleling in the program is realized in the most optimal way as possible. One of the
w%mhﬁe@h@s@hﬂm@whmempmmd
regismmeompntofayptannlysis.Upmmmsﬂfﬂpm?mﬂns sent by the main process,
ﬂmwmmﬁlhwm@mpdm%mm_mmMme
obtained results. The program provides possibility to obtain new ‘Armenian Shuffle” coordinate
permutations which ensure good diffusion and security of cryptosystems against linear
ysis. As the obtained A rmenian Shuffle” coordinate permutations where previously
chosen as secure against differential cryptanalysis, so the cryptosystems constructed with these
pmuuﬁmsmmmdmbeusedfordmnodmg.
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