lt.flﬁnmmnical Problems of Computer Science 31, 169177, 2008.

Anomalies Dynamic Analysis and Correction Software"

Edward Pogossian** and Arthur Grigoryan'

'Institute for Informatics and Automation Problems of NAN RA,
“State Engineering University of Armenia,
E-mail: epogossiBaus.am

Abstract

The research is aimed to develop an effective Anomalies Dynamic Analysis and
Correction Software (ADACS) for Grid Armenia. A software is developed that in sddition to
padumﬁnedmdﬁud&lmsurmﬁmhyufmmmemﬂmjble
enomalics and claborates recommendations to avoid them by analyzing possible strategies
throughout the game trees and searching the best comrection strategies. Experimerts on comection
of anomalies in overfilling the memory of the cluster of IPIA are processed.

1. Introduction and Overview

1.1. Grid computing is & technology addressed to the definition and implementation of & large
saicale resource sharing environment. Due to its collaborative and distributed nature, the grid environment
paequires a large supporl to guarantee security in its transactions. Security management in the grid
‘amvironment is complicated by the need to establish security relationships between 2 large number of
tgllynamically created subjects and across distinct administrative domains, each with its distinct resources
imind its own local security policy. Because each participant often has 1o inter-operate with existing local
“giystems the grid security model has to be integrated with existing local systems, its security mechanisms
‘faave to inter-operate with different hosting environments and, particularly, establishing trust relationship
mumong different domains [1 -5).

There are two main categories of intrusion detection methods: the defection of abuses and the
wletection of anomalies.

The abuses detection systems contain the descriptions of attacks (“signatures™) and search for the
arorrespondence to these descriptions in the tested data stream, in order to find out the development of
inown attack. The main advantage of such systems is in concentration on analysis of tested data and in
miroducing few false alarms, The disadvantage is in definition of only known attacks, which have their
Airoper signatures [6]

' The anomalies detection systems (ADS) are based on the interpretation of abnormalities as potential
Htiacks. The advantage of this approach is in revealing attacks unknown before as well as the anomalies in
sthe work of the system by themselves.

The disadvantages are in a large amount of false alarms, in decisions making mechanisms about
fittacks and in its monolithic architecture, which hard adapts to dynamic changes in the system
wonfiguration [7].

Currently the development of ADS is facing a principal difficulty achieving a consistency and
sompatibility in the way ADS and humans use and exchange knowledge.
: 1.2. We aim to progress towards developing human knowledge acquisition by competitive ADS
that elaborate strategies.

We develop the approach announced in [11] and study the problem solving for the subclass of
qptimal strategy provision problems where the space of hypothesis of solutions can be specified by game
srees (SSGT).
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2. Classes of Anomalies
2.1. The analysis of IPIA cluster administrator’s work revealed, particularly, the following types of
snomalies needed for corrections:

» overfilled memory and bufTers,

» deadlock anomalies.
2.2. Overfilled memory and buffers. In the operating time of programs arise situations with memory
overflow that for different reasons don't determine necessary comections. The best way 1o resolve these
situations is to pass @ message fo the manager of the resources.

To operate with these types of anomalies where the critical resource is the memory we will use
the following designations L, (R, )
Resource R;: MemoryBuffer - the memory buffer

MemoryBufferSize - the size of the buffer of memory
LoadedMemoryBuflerSize - the filled size of the buffer of memory.

Qualifier L,(R,) for the states of resource R:

L,(R,) = 1 - (MemoryBufferSize - LoadedMemoryBufferSize) / MemoryBufferSize .
Qualifier L,(R,)maps a state of the buffer of memory on a segment [0, 1] by a principle increase of an
amount of the occupied memory. For example, L, (R,)= 0 means that all memory is in a free state and

L,(R,) =1 means then all memory is occupied.

2.3, The deadlock anomalies are widely studied but ha i i i
oz s ly ve no acceptable solution, yet. The difficultics are,
The message passing interface (MPI) is a commonly used icati ing i
ly application programm
lhed:i;;ebpmcqt of gmah!e parallel programs. It is casy, however, to create MPI pmgmn::sll::l?ur:m:t::
0] lock. It is desirable to be able to detect these deadlocks in running programs. It is further desirable
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it perform this deadiock detection in a distributed manner, without assuming the existence of shared
sm memory for communication.
1 Below is an example showing a communication pattern that leads to 2 deadlock.
Process0  Process |
Recv(l)  Recv(0)
Send(1})  Sand(f)

In this example, the RECV call is blocked. Therefore each process is waiting to receive from the
iio other and blocks there waiting for a corresponding send. The send can never be executed. and both
74 processes are blocked at the RECV resulting in a deadlock.

LimAnather example that is unsafe to use is:
Process 0 Process |
Send(1)  Send(0)
Recv(l)  Recv(0)

This situation is correct logically, but it depends on how the blocking is implemented for the
12 SEND and RECYV. If SEND blocks until the data are copied out of the sender buffer, then a deadlock can
il happen if the system doesn't have enough buffer to allocate both sends at the same time. If the system can
sallocate enough buffer for both sends to go, then they will return, and the RECV will start. The order
ab depends on the system resources and therefore is unsafe to usc.

The following scenario is always safe because each SEND is matched by a corresponding RECV
sl before the other SEND starts.

. Process0  Process |
Send(1)  Recv(0)
Reev(l)  Send(0)
Our idea to advance in the Deadlock problem is based on its reduction to the combinatorial games
ud based model and application of the effective strategy elaboration methods.
On this stage our efforts are directed on creating PPIT based solutions for Deadlock anomalies.

£3. Game Tree Model for Grid Anomalies Analysis

£3.1. We define Grid anomalies correction problem in frame of the SSGT class [11] with the following
sirequirements:

~ There are (a) interacting actors (players, competitors, etc.) performing (b) identified types of actions
ikin the (c) specified moments of time and (d) specified types of situations.

There are identified benefits for each of the actors, descriptions of situations legal for the actors'
wactions and those that are transformed afier actions.

For such problems with given arbitrary situation x and actor A , who is going to act in x, we can
s generate corresponding game tree GT(x, A) comprising all games started from x.

The games represent all possible sequences of legal actions of the players and situations that they
<can create from given initial, or root situation x. In our consideration the games are finite and end by one
tof goal situations of the problem.

Assuming A plays according to a deterministic program, a strategy, the GT(x, A) represents, in
dfact, all possible performance trees of the strategies from the x. In that sense the GT(x, A) determines the
#space of all possible solutions starting from the X situation.

Given criterion K to evaluate the quality of strategies we can define the best strategy S*(x. A)
rand corresponding best action of A from x.

3.2. I he above requirements to SSGT problems we interpret for Grid environment as the
Hollowing: 1
The game tree model for grid anomalies dynamic analysis is constructed by the same principles as
“developed in [8, 9] for intrusion protection problems. It considers a game between playing in turn two
#sides with opposile interests - the attacker (A) and the defender (D), described by a set of states and a
zcollection of conversion procedures from one position to another defined as the following.

System resources are particularly the processor time, the size of TCP buffer, and a number of
lincoming packages. Let R ={r} be a non-empty set of the system resources and Q is a set of resource
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Let Pbe the set of conversion procedures, P, and P, be its subsets for the attacking and the
counteracting sides, P, (5,.s;) € P, and p.(s,.s,) € P,are the conversion procedures from the state
s;€Stos, ESfmlhemkinsmdlh:mﬁnsshks.mnupondin;l)_

The counteraction game model is represented by “AND/OR™ tree G(S,P), where Sand Pare
finite, non-empty sets of all states (nodes, vertices) and all possible conversion procedures (edges, ribs),

correspondingly (Fig. 1)- N
At first the attacker moves from the initial state S, then the defender replies in turn. Thus, the

initial node S, is an “AND" type. The terminal nodes correspond to the winning states of the defender,
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Figure 1. A game tree model for the Grid anomalies analysis and correction.

3.3. In the Grid environment the players of the above model are interpreted as the one which can cause
some anomalies (A ) and unify the users that are processing some tasks in the Grid at the moment,
technical disturbances, incorrect loading in the Grid, etc., and the one representing the administrator’s
functions aimed to correct the anomalies,
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Despite the basic goai of the users inciuded into a piayer’s side is the solution of tasks, A is

considered in the anomalies causing projection, ie. &s having the goa! to create anomalies. Apparently,
" thie goal of D is to avoid or correct the anomalies.

The actions of A player include, particulerly, the following ones: starting new processes, ending
some ongoing processes, sending or receiving messages by message queue, prolongations or completion
of performance of the programs,

The actions of D player include, particularly, the following ones: termination of some processes,
termination of performance of some programs, prolongation of ongoing operations, exposition of critical
1 situations or passages, exposition of controlled resources.

4. Developing PPIT Grid

4,1 The PPIT programs aimed to acquire strategy expert knowledge to become comparable with & human
in solving hard problems [10]. In fact, the following two Lasks of knowledge acquisition can be identified
in the process:
s construction of shells of the programs allowing to acquire the contents of units of chess
vocabulary and,
» construction of procedures for regular acquisition of the contents of the units by the shells.
We require an effective shell to possess the following istics:
. be able to store typical categories of common chess knowiedge as weil as the personalized one
and depend on them in strategy formation
® be able to test approximate knowledge based hypothesis on strategies in questioned positions by
reliable means, for example, using game tree search techniques.
The second task we plan to solve in the following two stages:
* 1o prove that the shells, in principle, can acquire the contents of units of vocabulary used by chess
players and allow to tune them properly to solve problems with intensive chess expert knowledge
s todevelop procedures for regular acquisition of the contents of those units .

4.2. We design shells of PPIT] programs as a composition of the following basic units [12]:
e Reducing Hopeless Plans (RHP)
e Choosing Plans with Max Utility (CPMU)
¢ Generating Moves by a Plan (GMP)

Given a questioned position P1 and a store of plans, RHP recommends to CPMU a list L1 of plans
promising by some not necessary proved reasons to be analyzed in P1. The core of the unit is knowledge
in classification of chess positions allowing identify the niche in the store of knowledge the most relevant
for analysis of the position. If the store of knowledge is rich and P1 is identified properly it can provide a
ready-to-use portion of knowledge to direct further game playing process by GMP unit. Otherwise, RHP.
realizing a reduced version of CPMU, identifies L1 and passes the control to CPMU.

CPMU recommends to GMP to continue to play by current plan if Li coincides with list Lo of plans
formed in the previous position Po and changes in Pi are not essential enough to influence on the utility of
current plan,

If changes in P, are essential, CPMU analyzes L, completely to find a plan with max utility and
to address it to GMP as a new current plan. Otherwise, CPMU forms new complementary
list L, / L, * L, from the plans of L, not analyzed, yet, in L, finds a plan with the best utility in that list
and comparing it with utility of current plan recommends the one of them with a higher utility.

To calculate utilities of the atiribute, goal and plan type units of chess knowledge, we represent them as
operators over corresponding arguments as follows:
e for basic attributes the arguments are characteristics of the states of squares in the questioned
positions, including data on captures of pieces, threats, occupations, etc.
o for composed attributes, including concepts and goals, the arguments are subsets of values of
basic attributes relevant to the analyzed positions
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5. Experimenting with PPIT Grid
: tree of dynamic analysis of current grid situation, detection of its anomalies and
EmmﬁufwﬂdrmwﬂimmmdmmdynufmqfoCmm.
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like the software in [8, 9] includes single-level and multilevel identifier-classifiers of the states of the

constituents of the base system. i :
The classifiers are distributed by the constituents of the Grid and “fusc“data from them to determine

the list of resources suspicious to be affected. Then, the lists of offensive and defensive actions is
followed by generation of corresponding game tree, searching the best strategy and doing the
decision recommended by that strategy.
We rely on the following concepts of “trajectory of an attack™ and “zone of counteraction™,

The trajectory of an attack is a subtree G, (S", P') (Fig.2), where S'is a subset of the system
states S’ € S and P'is a subset of the actions, consisted of an offender's conversion procedures P, and
defender's normal conversion procedures P, ,ie. P e LUP, P cP,P' 20,

The zone of counteraction is a subtree G, (S”, P") built around the graph of the trajectory of an
atiack G,(S',P), ie. G, €G,, where S is a subset of the system states §” & S, which belong to the

trajectory of an attack, hence S’ € ™, and P’ is a subset of the actions, which consist of the conversion

procedures, defined on the trajectory of an attack, P and the defender’s special conversion procedures
P ie. P=PUP, P cP, P #@ hence PP,
5.2. On this step of development we try to assure the viability of PPIT Grid using “goal” and “rule” types
of expert knowledge similar 1o [9] described as the following:
The goals:
1. the crirical vs. normal states are determined by a range of values of the states of the system; for
example, any state of the system with a value of comresponding criterion function, that is more or
equal to some threshold, may be determined as a critical goal,

B e e e
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- 2.the suspicious vs. normal resources are determined by & range of states of the classificatory of the
| resources; combinations of values of the classificatory identified as suspicious or normal induce
signals for appropriate actions.
*  The rules: g
.' I,Idenﬁﬁrwm;mpiﬁuumbyﬁecmﬁﬂmmdmmmmmdingpm:
s Su 5
« 4. Avoid critical siates and tend to the normal ones,
- 3. Normalize the state of the system. First, wry such actions of the defender that influence on the
mmumdwm:hnpofﬁsm:ndifqum'thelpnymhernm.
£3 In building game subtree for suspicious resources use,
> = defending actions abie w influence on such resources,
* use normal actions until there is no critical states;, -
. ifwmedufemiwwdmmuaedmprwimmpsdmﬂnirmypﬁomy.
° bﬂmdwpnrmetmofrewmbylmphgﬁminﬁugiwnmgasofpemm
changes.

M. Let us present an example of overcoming memory overflow type anomalies by the ADACS.
e A and D sides operations are the following:

A: fill one cell of memory, fill two cells of memory, fill random cells of memory

D: allow capturing memory, deny capturing memory. increase memory buffer size, release
wmory randomly,

Weuumdndminmutechniquewid:ﬂphl-bmwuninghudwmerlngeof

iitical/normal state values introduced as the goal 1. Current node is created and the vaiue of its local state
culated. If the node is terminal, the local state value is compared with sibling nodes, and their max
iither min) value is sent to the parent node.
3y the command: Find the most suspicious resource, the program indicates the memory.
ae consequent steps are the following: :
‘build the game subtrec for the memory resource starting from the root state of the tree and using the 4
group of rules determine the trajectories of attacks (Fig.2).
‘calculate the values of the terminal states of the tree, find the values of others by minmax procedure
and determine the best minmax action from the root state .
determine the trajectories of attacks induced by the best action from the root of the tree 10 its critical
‘states and consider them as targets .
build the zones of counteractions for the target trajectories using the 4* group of rules and rule 5" then
calculate the values of the states of the corresponding subtree using the minmax (Fig.3).
choose the defender’s action from the root as the one leading to the state with min value, i.e. to the
most stable state estimated by the minmax. -
end the defense analysis and wait for the attacker’s actions.
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Fig4. An example of the interface of memory overflow and correction.

Conclusion

R B ————

The research is aimed to develop an effective anomalies dynamic analysis and correction software -
ADACS, for Grid Armenia. Two classes of typical anomalies: overfilling the memory and Deadlock,
focusing IPIA cluster of the Grid Armenia are considered. Grid anomalies correction problem in frame of
the SSGT class is defined followed by interpretation of the PPIT ideology and methods for Grid
anomalies detection and correction. Viability of PPIT grid is currently examined by experiments in
anomalies detection.
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