Mathematical Problems of Computer Science 24, 2005, 89-103.

On Information Hiding System
With Multiple Messages*

Mariam E. Haroutunian and Smbat A. Tonoyan

Institue for Informatics and Automation Problems of NAS of RA
e-mail armar@ipia.sci.am, smbatt@ipia.sci.am

Abstract

Many algorithms and schemes of multiple watermarking, fingerprinting and multi-
media data creation are implementing to hide more than one watermark. Information
theoretical analysis of information hiding system with multiple messages is considered
in this paper. The rate-reliability-distortion function (which we call the information
hiding E-capacity [5, 9]) for this system, in case of two messages (watermarks) is in-
vestigated. The inner bounds for information hiding E-capacity and for information
hiding capacity [1] regions are constructed.

1 Introduction

Various applications and technical problems, such as multimedia data creation, copyright
protection, digital watermarking and fingerprinting generate necessity to explore many com-
plex configurations of information hiding systems. Each model of information hiding system
presents the mechanism where an original data is modified in order to embed some extra
information (watermark, fingerprint, etc.) before the public distribution [5, 1, 10, 11).

Many algorithms and protocols of digital watermarking are implemented to hide more
‘than one watermark within a single object. Such schemes are applied in the multiple wa-~
termarking [6]. In fingerprinting different watermarks are embedded in a single object for
identification of one of many users.

Without loss of generality, we explore the model of information hiding system with two
messages, which is drawn on fig. 1.

Two independent messages, generated by the corresponding message sources (1 and 2 on
fig. 1) are embedded within the same host data block, which is the output of host data source
(3 on fig. 1). The data blocks, with the embedded messages (marked blocks) are publicly
transmitted to the corresponding receivers via different channels (6 and 7 on fig. 1), which
can be attacked by different independent attackers. These attacks are directed to changing,
removing or spoiling the hidden information to make it unrestorable from the marked blocks.
Each user decodes (8 and 9 on fig. 1) the message designated for him. The side information
blocks are shared between a single information hider and two opposite different users (the
side information can consist of the features of the host data or of the cryptographic keys).
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Fig. l.mmddofmbrmatiunhidjngsﬁtamwithtwuw

attackers to be aware about the information hiding strategy but their
atta'ikl?e dgonthma:r‘;m to the users and information hider. The side information is
available to the attackers. :
nm'I‘hne information hiding process must be transparent. It means that th'e n.mﬂmd d.ata
blocks must be similar to host data blocks, or the distortion, introduced during information
hiding process must not exceed some fixed allowed distortion level. And the system must
be robust - the distortion, introduced by any attacker also must not exceed the allowable
distortion level, defined for him. i )

The notion of E-capacity 4 (rate-reliability-distortion function) for this system is in-
vestigated, which we call the information hiding [E-capacity. It expresses the dependences
between the information hiding rates, reliability and the distortion levels, defined for infor-
mation hider and for attackers. The random coding bound for information hiding E-capacity
and the inner bound for information hiding capacity region are constructed.

Certain similar results for the various cases of information hiding systems with single
message are obtained by P. Moulin and J. O'Sullivan [1], M. Haroutunian and S. Tonoyan
[5, 9], N. Merhav (10}, N. Merhav and A. Somekh-Baruch [11].

Theoretical analysis of st 'ediniormstionhidingaystemiamlnhedmthemalysisof
broadcast channels [12, 13, 14].

9 Statement of the Problem

We use the following notation: the discrete finite sets are denoted by the calligraphic letters
(e.g X), the random variables (RV) by the upper case letters (e.g. X), their individual
values by the lower case letters (e.g: z). The probability distribution of RV X on &
we denote by P(z) = {P(z),z € X}. The N-length vector of RVs with the identically
independently distributed components is denoted by X¥ = (X1,..,Xn), which takes its
values x = (21,-..,Zn) Within the set XN, By Ip(X AY) the mutual information of RVs
X,Y and by Ip(X AY|Z) the conditional mutusl information of RVs X, Y, under condition
of Z is derioted (P = {P(z,4,2),2 € X,y €,z € Z}). The informational divergence of
PDs Q(s) and Q'(s) we denote by D(Q'||Q) and the conditional divergence of PDs Q(s) and
@'(s) under the condition of P(z) we denote D(Q'||Q|P). The entropy of RV X we denote
by Hp(X). And we denote by 73'(S) the set of N-length vectors (s) of the type Q, and
by 74'»(Xs) the set of N-length vectors X of conditional type P, for given s € 73'(S). All
logarithms and exponents in the paper are of the base 2.

Now we pass to the mathematical description of the system, presented in fig. 1. Two
independent messages m; and m which are independently and identically distributed on
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1 the message sets M;, M, are embedded within the same host data block s € S¥. Marked
5 data blocks x € XV are transmitted to the two independent users via different channels.
", The channels are untrusted and can be attacked. In the result of possible attacks the users
1 receive transformed date blocks y; € V¥ and y; € YJY, instead of x. Each of users restores
1 the messages designated for it. The side information, in the form of data blocks k € KV is
2 ghared between the information hider (encoder) and users (decoders). The RV’s S and K.
) describing the host data and side information sources are distributed jointly, with the given
[ PD @ = {Q(s,k),5s € S,k € K}. Depending on the various cases the RVs S and K also
» can be distributed independently, for example when the side information blocks k € XV are
| the cryptographic keys. It is assumed that the attackers are aware about the encoding and
. decoding strategies, know the PDs of all RVs, but they don’t learn the side information. The
. strategies of the attackers are unknown to the encoder and the decoders.
For the mathematical description of the transparency and robustness we define the
' following notions: the distortion functions are the meppings dy : & x ¥ — [0,2c),
dy: X 2V — [0,00), d3 : X x Yo — [0,c0) and allowed distortion levels for the infor-
mation hider and for the attackers are positive numbers Ag, Ay, Az respectively. Denote by
A = (Ay, &g, Ag) the vector of distortion levels of the system. The distortion functions are
supposed to be symmetric:

dﬂ(’a :) - dﬂ'[zl 3)! d{(Z, v:‘] = dd(lk&] i=1,2.

and
do(s,z) =0if s =z, di(z,ys) =0ifz =y, i=1,2.

Distortion functions for N-length vectors are:

N N
dy (s, x) = % Y- do(8ny Zn), dF (x,¥:) = % Y di(Znthn), i=1,2.
n=] n=]

We use auxiliary RVs U; and Uj taking values in the discrete finite sets Ly and U, and
forming the Markov chain (U, Uy, S, K) = X — (¥}, Y2), with the RVs S, K, X, 1, Y.

The information hiding N-length code (f, g1, 92) is a triple of mappings
J: MyxMax8¥ x KN o XN g0 YN x KN — M, and g3: YV x KN — M,, where
[ is the encoding and g;, g, are the decoding functions. '

A discrete memoryless covert channel P, designed by information hider, subject to dis-
tortion level Ay, is a probability distribution P = {P(u;, us, z|s,k), w1 €Uy, ey z €
X, s€ S, k € K} such, that

2 dﬂ(”' =}P(u‘l'u!!zlsl k)Q(s, k) < Ao.

up gk

Denote by P(Q,Ag) the set of all covert channels, subject to distortion level Ag. The
N-length memoryless expression for the covert channel P is:

PN(.'llh ug, xls, k) = INI P('“lm Uan, .'B“IS.‘, k}l)'

n=1

Discrete memoryless attack channels A;, i = 1, 2, designed by two independent attackers,
subject to distortion levels A;, i = 1,2, under the condition of covert channel P € P(Q, Ay),
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defined by & probability distributions 4; = {Aiwilz), % € Vi T € X}, i = 1,2 such,
are

g S dmnAlPn s HRER S B i1
U Il:.i.l'-'-* H
’ L ol attack channels, under the condition
Denote by Ai(@, P83, ‘*1'2"?’°m£:mrﬁon1eva1s Ay i=12 “

covert channel and subject to :
The N_mgiiﬁﬁyﬂ expressions for the attack channels A, i=1,2 are:

AV i) = _ii Alplss); $=12

Probabilities ofenoneousrecomtrﬂctions of messages m; € Mi, i = 1,2 for (s,k) € Sxk
via channel A, i=1,2 are:
ea(f 9o Ny, 2, 8,16, Ai) = AN (YN — g (maf )\ (ma, a2, s K)}i=12 ()

1,2 averaged over all (8,k) € S x K, equalto
Q" (s, K)eilf, gin Ny 1, ma, 8, K, Ai).

ﬁmrmbwﬂiﬁmﬁmmm eEM;, i=

e‘(fv g9 Nt my, M2, Q' A‘() == {'#)Eg'“:"

Emrpmbabﬂiﬁuofthsmde,forwmmsﬁmEM;,i=1.2,mmdmaiwera]la:m
channels A;(Q, P, &), 1= 1,2 is denoted by: | '
Bi(f,QhN'mhm‘:hQ,P.Ai)=&M%A)Q(f'§hN.mhﬂlz.Q.Ai), i=12
Maﬁm&lmorpmbabiﬁtiesoftheoode,mmdmalovarnuubnckchmelafmm

4,(@, P, ), §= 1,2, equals to:
ei(f:gi'NthP!Ai) = mﬂw’ﬂi(f,m.N.mnm. P,Q,A)i= 1,2,

and average eIror probabilities of the 'code, maximal over all attack channels from
Ai(QstAi)n i=1,2, Bqll.&lﬂ to:

1 - ,
ﬁUlgl|N-Q|P|&i) — mm EME'E.'M’G;(LQ,N,ml,mg,fﬂg,&)‘t = (2}

Nonnegative numbers (1, Rz) are called E-achievable information hiding rates pair for
thssyatamwibhtwummsages,ifformy&>0, i=1.2.forsufﬁcienﬂylargeNtharemdm
a code that i :
ﬁbgMiZRi"aﬁ i'=1|2:

and
ﬂ(f-Q-N|Q-P|A4)SerP{_NE}| i=1'2' (3)
where E > 0 is called the reliability.

The region of all E-achievable information hiding rate pairs (Ry, Ry) is called information
hiding E-capacity and denoted R(Q, E, A) = C(Q, E, A). We also consider the E-capacity.
region C(Q, E, A) for the case of average error probabilities in (3). The region of maximum,
rates of reliable transmission is called information hiding capacity C(Q, &) [1, 5, 9].
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i Main Result
no¥onsider the following functions:
%r(Q|P-E’ A} = U {(R;.Ra) :

=12

0< < i i I AU -
SRS TR o i BB gurenyzs 1O PV Y AUIK)

—Igp(SAUIK)+D(Q o PoVi||Qec Po A;) — E[F,

s EASA(Q.P D) @ Vo DIQ PV A 1QePoAs)SE s (Yot A Uil )~
~Igp(U AUL S|K) + D(Q 0 PoVsif|Qo Po As ) — E[*}. ()

0<Ry. =

‘RI'(QI Et A) = U RI'{QI PIEI AJ'
PeP(Q.480)
dTheorem. For all E > 0 and for the system with the vector of distortion levels A, the
“sandom coding bound R, (Q, E, A) is the inner bound of information hiding E-capacity region
“wor mazimal and average error probabilities:

Rr(Q! E! A) g C(Q: El A) g E{Q‘ EI AJ‘

wDorollary. From the (4), when E — 0, using time sharing arguments [12, 15], we obtain
sthe inner bound of information hiding capacity region.

PeP(Q.A0)

0<R <

e hn,  Uara(ViAUIK) - Iqp(SAUIK)), i=1,2,

c<h+R < ;,ZL,AiEA%I}PA)[Iq'PA(H AUiK) — Iqp(S AUI|K)] = Iqp(U; AUn|S, K)}.

Similar results for E-capacity for the broadcast channel is obtained by M. Haroutunian
*14] and for the information hiding system by M. Haroutunian and S. Tonoyan [5, 9].

Proof of the Theorem

1"he theorem is proved by the Shannon’s random coding arguments and the method of types
‘18, 19, 16].
Denote by ujugx(m;, ma, 8, k) the triple of vectors
h (ml 18, k)'llj{m] y M3, 5, k)x(mlim! B‘k) from the '-rQN.P(Uln Uﬂg Xis! k}r and denote b.y
(M, My, T (S, K)) the family of all 3D matrices Z = {uyupx(my, ma, s, k)} 20578 ©K)
the planes
wugx(l,1,8k) .. wuugx(l, Ms,s,k)
Z(s k) S ulu-,-x(z, l.s,k) U|u2x(2,M3,E,k)

wugx(My, 1,5, k) ... wugx(M,, Mz, s,k)
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necessarily distinct vector triples.
k) € 73'(S, K) the

of which are collections of not
k) for any ™1 € M, mz € Ms and (8,

Denote by Bg.p(m1, M2 &
random event \
Baq.p(ma,ma.8K) = {uyugx(mi, ™2 s,k) € 7J'(Us, Un, X8, K)}, '

and consider the following sets:

{(s,k) € an(S,K) : for which Ba,p(m1,ma,8,k) takes place},

Sx(m1|m|Q|P) =
my € My, ma € M, |
|

= {m; € M; : for which fg,p(m1,ma, 8, k) takes place},
(8,k) € 3'(8, K),i=1,2.
MiMa(s. k@ P)={m € My, mg € My : for which Bg,p(m1,ma, 8, k) takes place},
M|Mn$ﬁ{Q. P)= {(mq,ma, 8 k),m € M, mg € Ma, (s,k) € Tg’[s' K) : for which
Ba.p(m1,m2,8, k) takes place}.
Lemma 1. For all E > 2 2.0, i = 1,2, tipe @, covert channel P € P(Q,00)
and the sets of attack channels A(Q P,A), i = 1,2 there erists o malriz Z =

s K)ETS (5,
{wyugx(ms, 2,8 KT e it

Mi{mﬂ—i: 8, k, Qs P)
ma—i € Ml—h

a4 5“"{” e BBy D0
 Iop(8 AUIK) + DVl AIQ,P) ~ E+ 281"}, ol

Hy=e {N eS8 5y v D0AR.PISE Varn(ta A UlK)~

—Iq.p(Us AU, SIK) + D(Val|Aal@, P) — E+ 25|+} ; © |

such that for each i N ;
m; € M;(Tf::—i, 5, k.uf;fi:')'.p?; Ef‘ﬁkl: m{)ﬂu uyugx(my, ma, 6, k) for different .
Pr{Bg,p(m,ma,8,k)} < exp{— exp{N3/2}}, 0

and for any (my1,m2,8,k) € MiMaSK(Q, P o < .
fﬂfmﬂ'iﬁmﬂylmyejv,mfau;mn;“(q ), ondional tpes V, 9 % = Yo §= 1.2

‘qaﬂﬁﬂ (}’ilul uﬂx{mh my, 5, k)‘ 8, k) n

T (Gl ugx(mi, mi, €, K), 8, K)| <

migm o':(s' K)ESK(m},m3,Q.P) m_ € M—i(ma' s QLP)
+
} ] (a)l

i=1,2 |

< [Ty Vil ugx(ma, ma, 8, k), 8,k - i ’
o (Yilusuax(my, ma,8,k), 8, k)| exp { =N |E— aﬂ%qll_lﬂal)D(WﬂAdQ,P)
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sthe proof of lemma 1 is given in the next section. Lemma 2 follows from lemma 1.
nfemma 2. For oll E > 26 2 0, i = 1,2, type @', such that D(Q'||Q) < E, covert channel
5 € P(Q, Ay) and the sets of attack channels Ai(Q, P, A;), i =1,2 there exists a matriz

(s R)ETE(8,.K) .
= o= {l.l: u;x[m; , Mg, 8, k}}ﬂu-ﬂ?‘; “.-m’-, lﬂr”l

M, = exp He pw(Yi AULIK)—

N  min min
A1€A(Q,P.As) Vi:D(Q@oPoV; |QoPoA: J<E

~Igp(SAU|K)+D(Q e PoVi|Qo Po Ay) — E + 26},

Mamop {N AlEﬁian.baJ E:D{Q’m%,)gs o3 (Y2 A Uﬂu{)_
I #(Us AUy, SIK) 4+ D(@ o Po Vil Qo Po As) — E+ 281},

such that for each vector pair (s,k) € TZ(S, K) vectors uyuzx(mi, ma,s,k) for different
1y € Mi(ma_;, 8, k, @, P) are distinct and

PT{EQ',P('“I 1,8, K)} < exp{—exp{N5/2}}, (9)

wnd for any (m;, my, 8, k) € MiMSK(Q', P), conditional types ViVi: X =), i=1,2,
wor sufficiently large N the following inequalities hold:

|TQ-.R“(Y||“1“zx(mhm‘l: 8, k)! 5, k) n

N U U U T3y py(Yiluyuzx(mi, mj, &', k), ', k)| <
mm; o:(s' K)ESK(m] mb,Q,P) my_ €M (m,e' k,Q',P)

S ITQN,P.V, {}ﬂul u!x(ml 1My, 8, k}| 8, k)l x

. Xexp {—-N|E - A‘“%?PA',D(Q‘O PoV;

i=1,2.

To ﬁmve the theorem 1 we shall use the lemma 3, which follow from lemma 2. Denote

ny
TQE(S, K)= U Tg(si K).
. Q:D(QIQ)LE
Lemma 3. For all E > 26 > 0 i = 1,2, covert channel P € P(Q,Ao)
und the sets of attack channels Ai(Q,P,A;) i = 1,2 there ezists a malric Z =

_ (sK)ETE(S.K) f
{wugx(my, ma, 8,k)}, -3'13‘{' my=Tty With

= ] min Tgepw (Ya A UL K)—
- M e"p{N a,uﬂénmnQf.ws:n(a-emalaomusal (M AUIK)

I p(S ATLIK) + D(Q@ 0 PoVillQo Po Ay) — B+ 26}, (10)
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i i I AUL|K)—
My=co2p {N AreAslQPB) a'.vs-.n(a'«#?vﬁq-m;ssl @2 (s AUAIK)
—Igp(Ua A U, SIK) + D(@oPo Va|@e Pe A))—E+ 25|+} ¥ (11)
. D@IQ) < B, vector pairs (8,k) € TJ(S, K) vectors
oy pe : (quM(m-a._S._k.Q’.P) are distinct and (9) is true and

“‘“fn“"‘:.f,”;::?é"’; m:cw.m, conditional types Vi, Vi : X — Jh, ype Q, such

f:;rntuli Q) < B, for sufficiently large N the following inequality holds:

B.(Q, @ Q. P.Va Vismnn 5,)| < |78 pyi(Vilosuax(ms, ma, 8, k), 8, k)| x

+
s {_N \E a A|EAn%én-P.¢l)D(¢‘_: ki } i @

where
B(Q.Q, Q. P.Va: V%, my, ma,8,K) = T py,(Yiluruax(ms, ma, 8, k),s,k)[)

U %N.gﬁmlulmx(m’ll m',.a’,k), g, k).
migmy -f:trx)esc(wf.ann-‘,_.mdm&-'.k.dﬂ

Lemma 1,2 and 3 can be similarly written for M, M replaced with roles.
" Now to prove the theorem 1, wamustshuwthee:dstenceofsoodawithM,,M,mm
(10), (11), such that for any 0 <& < E, i=1,2, the following inequalities take place

eiu; Gi» N: Qn PDAI) S EXP{"N(E == E)}, i= 1| 2.
We construct the code only for (8, k) from T§ (S, K), because for puﬁicieutly large N,
Q¥ {(s,k) ¢ TE(S, K)} = @° {(é.k} i) Tg(s,x)} <
Q:D(QIQ)>E

< ¥ QeWeFEKIS 3 exp{—-ND(Q'|Q)} <

Q':D(Q'IQ)>E Q-D(QIQ)>E
< (N +1)¥¥ exp{~NE} < exp{-N(E - &)} (13)
(81)ETF (5.K)

The existence of a matrix Z = {uyugx(m1,my, 8, K)} o T TG satisfying (7), (10),
(11) and (12) is guaranteed by lemma 3. -
ider

ng(mhm?r P) — U Sx(mlsmﬂtQ’vP)-
Q:D(QIQ)<E
Now apply the decoding rule for the decoder g; (similar decoding rule can be applied for
decoder go): each y2 and k are decoded to such m; that for some mg,
V1€ Tq‘{gv(l’llulusx(mx.m. 8,k),s,k), where @', P, V' are such that
A.e.ﬁg?PA.)D{Q’ o PoV||Qo PoA,) is minimal.
The decoder can make an error if the messages m, and my are transmitted and
B (a1, ma, 5, k) takes place o if eyp(m1, ma, s, k) takes place, (8,k) € SKG(m1,ms, P)
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{but there exist mi # my, type Q (such that D(Q|Q) < E), Vi, mj, vector pair
I.(S',kj E Sx("‘;' mg, Q' P}I such that

¥1 € T py, (Yiusugx(my, mg, 8,k), 8, k) () T 5.0, (¥ [urugx(m}, m3, ', k), &', k)

sand
4.54’.’?5'!9.:\‘, DIQoPoVi||QoPoAy) < A:EA@E[“Qn.PA:J D(@ecPoVi|QoPod4;). (14)
Denote

Dy = {Vi, Vi : (14) is velid}
The error probability of message m; € M,, maximal over all attack channels 4; €
A,(Q, P, A,;) can be written in the following form:

el{f!gh Nlml.ﬂh:osﬂ Iﬁl] =Alﬂ%ﬁl1(,*)§xgn Qx(s'k)el-{flgl!Nlmllmralk!Al) =

=A:EA[P(5§P.A1} (.*}ETZ‘;(SJ,QN{S'k)e'('r‘m'N'ml‘m'!’k'Al)+

-+ Z QN(S,kJm(f.g.,N,mhmg,s,k,Al) !
(s, ))¢TF (5.K)

Using the inequality (13) the error probabiltity can be upper bounded in the following way:

el(f!gthmlIm’!QI P) AF) < A:eﬂ}%ﬁ’.ﬂ;) 2 QH(S.kJmU,m,N.m;.mz,8.k.A1)+

(s )ETE (5,K)
+exp{-N(E -¢€)} < 3 Q" (s, k) Pr{Bg p(m1,mz,5,k)}+
: (8.)ETF(8,K)\SK G (my,m2,P)
+ Q"(s,k)x
1 MeAGr ) (-.k)es:c)s%n.m.m :

AY {UBI(Q:Q'.Q.R%. ff:.mmnz.s,k)lxtmnms.kJ} +exp{—N(E -¢)} <
T
< 3 Q" (s, k) exp{—exp{N5/2}}+
(s, K)ETE (8 H)\SKE (m1,ma,P)
+§IBI(Q1 Q’n ol Ps Vh ‘-”l! mhmi:ﬂ;k)l X

s e S PR+ el E =)

Tuking into account (12) and the following combinatorial expressions 18, 19]
T (Y furuax(my, ma, 5,K), 8,K)| < exp{NHg v (Y|Us, U, X, S, K)} <
< exp{NHg pv(Y]X)},



98 On fnformation Hiding System With Multiple Messages
for (5!1‘) € Tg{S'KL xX€E TQ'N,P{X)I y € Tg,?.V(YIx)
Q" (s, k) =exp{-N (He(S, K) + D@} (15)
AN(yix) = exp{-N (Hopv(Y1X) + DVIAIQ, P)} (16)
DI + D(VIAIQ,P) = D(@oPoV[QePo A), (1)

can be bounded in the following way:
1K axp{— exp{N8/2}} + exp{~N(E ~ )}+

+§axp{NHQ'J’M mX)} exp{—N(E - A,uﬂci:n,nm D(Qo PoVil|Qo PoA))}x

x . Josx, o Gl (Hopi(G1X) + D(Q11Q) + DA l4:1Q, P)Y) =
— exp{—exp{N6/2} + Néi} + exp{—-N(E —e)}+

+};,e:m{N(Hq'f.va(1’ilx) - E- Hopv(1X)-

thean'orpmbability
3l(flghN|mlrm3sQ|P|ﬁl} < (N‘" 1

= a;eﬂ?mnpw o PoViQoP o)~ J‘IEAIEEIQI}PA)) D(QoPoWilQoPok )}'

andtakinsi.ntowoount{m)wemwﬁte
ex(f, g1, Nym1,m2, Qs P,A) < exp{—exp{Né/2} + N&,} +exp{—N(E - e)}+
+(N + 1]I51PCI+IUI [Ralix|+apalRallxA] exp{— NE} < exp{— N(E - e)}.

Cherefore, for N large enongh ei(f,01 M@, P.Ay) < exp{-N(E - )}, i = 1,2, for all

A€ A‘(QDP|Al)| i= ].,2.
Theorem 1 is proved.

5 Proof of the Lemma 1

We shall construct a random matrix Z = {uuzx(m1,ma, 8, k}}f:'::ﬁ&i’?m in the following

way.
~ For each k € 73 (K) we choose &t random, according to uniform distribution M; collec-
tions £(m) from 74'p(Us[k), each of

L = exp{N(Iq,p(U1 A SIK) + 6/2)} (18)
vectors uy(m1), [ =1T,L,m =T, M. For each m; € M; ands € ﬁ'{S|k) we choose such

wyi(my) from L(ma), that uu(m:) € Tgip(Usls, k). We denote this vector
there is no such vector, let ul(m,,g,k'fi u:.;(m,)' h'.v w (my, 8, k). 1f
Then for each k € 72'(K) we choose at random, according to o At A

collections 7 (my) from 7's(Ualk), each of
J = exp{N(Ig,p(Ua2 A Us, SIK) +6/2)} (19)

"wml'ﬁuzj{ﬂlz).j=[.3.mg=1 M. For each m; € Mj s € TY(S|k) and u;(m
! ) 18, K
T4'p(Ui|s. k) we choose such wg;(my) form J (my), that ugzy(my) EQ]QA:P({}!lu]. (mu:Fs,Ik; s,)ki.
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“We denote this vector by ug(m;,m,s, k). If there is no such vector, let uz(m;, m;,s,k) =
';:ﬂufmz)- Denote b" ul“?[ml!musik} vector Paiﬂ ul{mh!‘k)uatmhml'svkj from
gTé'_p(U].UziB,k}.

For each m;y € M;, my € M; and (s,k) € TJ'(S,K) we choose at ran-
oflom a vector x(my, mg,8,k) from T4'p(X [uyus(m;, my, 8, k), 8, k) if ugug(m,, my,sk) €
r‘,TJ’,[Ul, Uyls, k), or from T}'a(X|s, k), when uyuz(m;,ma, s,k) %",(Ul.Ugls, k). Denote
oy uyugx(my,mg, s, k) € T4 p(Uy, Uz, X|s, k) the triple of vectors
L] fml 15, k}“ﬂ(ml y My, 8, k)x(ml y My, 8, k}

Pr{Bg p(m1,ma,8,k)} = Pr{uyusx(mi, my, 8,k) & T3'(Us, Un, X8, k)} <
L J
<Pr {H u(m) ¢ T3p(Uhls k) U _Ul“aj{ﬂ'h) & T3'p(Un|uy (my, 5, k),a,k]} <
= =

< II (1 = Pr{uy(m,) € T3/»(Ui s, k)} x Pr{ug;(mz) € T3/p(Ua|uy (my, 8, k), 8,k)}] <

=1L
1]

[T (Wls, k)] [Te(Ualuy(my, 5, k), 5, k)1~
= [1 77/ Y R 7 (/AT ] 2
< [1 - exp{N(Iq,p(Us A S|K) + Ig.p(Ua A Ui, SIK) + 6/2) )}

Using the inequality (1—¢)™ < exp{—nt}, which is true for any n and ¢ € (0, 1) and (18),
1(19) we can see that
Prﬁq,p(ml yMy, 8, k}} s exp{_ exp{NJﬁ}}.
If the matrix Z = {usuzx(my, ma, 8, K)}o0erd OX)  atistyies (8) for any Vi, ¥, i = 1,2,

ithen lllllix(mhmi,ﬂ- k) % uluzx(mi: mauﬂnk ' for (m;| m‘;) # (mllmﬂ)' To prove that" it

Jis enough to chose V; = V; and e mn, D(Vi|4i|Q,P)<E, i=1,2.

If Vi, i=1,2 are such that _min  D(V;|A|Q,P) > E, i=1,2, then

ACA(QPA)
: 2 ‘
exp {-N |E = acklB A'}D{VJIAJQ. P) } =1,i=12

sand (SI} is valid for any M, Ma.
So to prove lemma 1 it remains to prove the inequality (8) for

.pl(Qr PI E) = {f,i' : AiEA;%?P.AﬂD(f,‘"A‘lQ' P) < E}!i =1, 2.

Denote by
BI(Q! Pr “1 Vit "fl: ma, 8, k) == TQhI'P‘V. (K!“lu!x(mhml! 8, k)? 8, k} n
In U U U 73?9,9;01!“1“!"("‘3""2'3" k)! 8,1 k)!‘ =12

i o (' J)ESK (my b Q,P) ml_ € Ma—i(mis’ k. QP)
It is sufficient to show that for N large enough
(N + 1)HalRAlSIKIZIDI DS
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I G iy, PR, P) = Haru (X5, 1)}
i=12 Vi %en(QPE)
i t-x)ﬁ&-ﬁxmnmgls‘@'ﬂ viVi,ma, )| < 1 (20)
Notice that

K)| < EZyNPT{Yi € Thpy, (Yiluruax(ma, ma, 8, k), 8, k)}
YiEX|

E|Bi(Q, P, Vi Vi 8

xPri{yie U- TR, (Yiluyuax(my, m3, 8, k), &', k)
mgmi o':(a" ) ESK(m} m5,Q.P) ml_ EMs—i(mis'kQP) o
i=12

asthssdectedmntsmmdependerm. :
The first probability, for i = 1,2 is different from zero if and only if y; €
ey (Yile k), = 1,2. In this case for sufficiently large N we have

| TN, (U, Un, X|ye 8. K
Pr{y: € T3, Yiluyusx(my, ma, 8,k), 8,k = ZarnCL s s
(s € Topy (Viluyuax(m )8k} = =TT, Uy XIe )]

< (N + 1)Palkali®lisiel exp{—N Topv(Y AUL U, XIS, K)} <
< (N + 1)M4IPaIISIE] exp{~NIq ey (% A XIS, K}, §=1,2.
The_swmd probability for i =1 can be upper bounded in the following way
T 5, (Vi urugx(mi, my, &', k), 8, k}} <

Pr {}"1 € U
: ) FEmy 8:(e’ J)ESK(m} mb,Q,P) my€Ma(mj o J.Q.P)

s Fx {y‘ € T, (Yiluu(mi), ' k}} <

gy (m} JEL(mY ) #*:(e’ ) ETH p (S, KTuni (m3))

< Pr{y: € T)op (Vs 4 |Tgpg, Uil )|
> {1 € g, Wilun(my), )} < L FAATATY] <

 uu(mi)eL(m)
< (N + 1)HlF exp{—N(Iq o5 (Vs A UL |K) — Iqp(S A Ui|K) - 6/2)}.
And the second probability for i = 2 we upper bound in the following way

Pr {Yn € U U TN 1l
s (¢ S 5, 0P) R armHalususximi, mi, 1), “)} <

Yalug;(ms
. L LT e (Falugg(mb), €, k) § <
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S X Privie T Oahuytm) 0} < s aEG G
S QP 2juzi(my), = |T£;'P{U3|k}; <

gy (my ) €T (ms)
< (N +1)"5 exp{—N (I pg,(Ya A Us|K) — Ig p(Us A UL, S|K) — 6/2)}.
1 Finally we obtain

-

E|B,(Q, P. Vi, Vi,my,5,k)| < (N + 1)MIK0R4IXISD (A5, — 1)|Tg oy, (Yils, k)| x
v exp{=Nlgey,(Yi A X|S,K) + Ig py. (Ya A V3| K) — Ig p(Us AUy, S|K) = 6/2)}.
sthhere, from (5)
M, -1 < exp{N(Igpv(Ys AUL|K)—

~lar(SAGIK)+ , i, , DAIAIQ.P) - E+3)}.

afe obtain
EIBI{QI P: Vi y f’liml! 8, k}l S (N o I)MII!:I“*-WIINBJ’ exp{N(HQ.P.U" misl K)}}X
x exp{—N(Igpv(Yi A X|8,K) + Ig py, (i AUL|K) — Iq.p(S AUL|K) — 6/2)} x

%1 exp {N (fq_gv, M AUK) = Igp(SAUK) + A;eAan%ti:ll?PAz) D(V1||A41|Q,P)—E + 6) } \

T
E|B\(Q, P, Vi, Vi, m,8,k)| < (N + 1)Pallci0-+RalIXIS)

xexp{-N(E 2 DOAIAQ, P~ Hopy (1X,5,K) ~ 6/21)} (21)

Similarly

E|By(Q, P, V3, Vo, my,8,k)| < (N + 1)PalIFIOHAIXIS) (Af, — 1)|Tg ps (Yals, k)| x
x exp{—N(Ig,pv(Ya A X|S, K) + Ig pg, (Y2 A Us|K) — Iq.p(Uz A U, S|K) — 6/2)}.
{there, from (6)

~lg, p(Ug AU, S!K) +

M; - 1 < exp {N(Igpw(Ya A Us|K)—

MeAatq.m | D(%]1421Q, P) ~ E + 5)} .

‘We obtain
E|By(Q, P, Va, Vayma,8,%)| < (N + 1)'"*'“‘4‘““"”"""up{N(Ha.mmls K))}x
% exp{—N(Ig.pv(Ya A X|S, K) + IQ.P.K(Y? AUL|K) — Iqp(Ua AT, S|IK) — 6/2)} x

Lexp {N (fqlpy,{}’z A UQIK) - fq;[Uz A U[.SlK] + D(Vz"Ale, P) —-E+ 6)} g

1T

Az%najd}ﬂé:)
EIB.(Q, P, Va, Uy ma, 8, )] < (N + F4IKICHIRISD
<ep{-N(B= ,_mn,,, DOAMAIQ.P) - Hapn(HiX,5.K)~3/2))} @

Taking into account (21, 22), and that the number of all ¥, V; i = 1,2 does not exceed
N + 1)¥I%+D5D we obtain that (20) is true for N large enough.
Lemma 1 is proved.
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Swqiwlh hwpnppugpmpimGahpm] wjwiibp pwpglng hutwljwpgh dwuhG
U. 6. QwpmpmGywd, U. U. SnlnjwG
Uthnhmy
Pwqiwlh gpubziwi, hGyuybu Gul dmypnhibnhwgh uwnbnddw sh zwpp wignphpdGhp L
{fubdmGbp Gwfumwnbund b6 pupgGby dhihg wybih hwnnppugpnipniGibp: UzluwmnwGpnud
juinwpud b pwqingh hwgnppugnopymG6bpny  wyjwGbp pwpglnn hwiwywngtph
JGpnpiwghnG-mbfluwi htnwgnunipmniG: Gplme hunnppugpmpymGGbph nbwph hudwp
ibpimdby L hbwwgonunlty t hwdwiwpgh  wpwgmpimG-hnuuhmpymG-yinmd  (E-

GwympymG) pmGhghwl: Ywnmgyby b6 GhpphG qGwhunnwlwlGip hwiwiwpgh E-
mGwlmpyul L mGwlnmpjwl whpmjpGtph hwdwp:



