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Abstract
suggests a detailed outline of a design and
mADSJ in c;mwr.ed ications which use databases. The approach combines different
protection mechanisms and tools in DBMS, OS and state of lhe art for application programming tools
(object-oriented environments, system dmriptiog and verification tools, SQL tools), that are usually
used separately, hmdwhproﬁdenprwﬁcﬂmwamdsppmach'fomedm:ﬂmofm
for specific applications with & particular emphasis on automation of design, implementation and
verification. The appropriate model as well as tools for its mapping to a DMBS are suggested. Remote
users connected via globaloomputurnembmcomiduedmo.

testing methodology for access differentiation

1. Introduction

Afomﬂimd«mpmbom”dedpappmachmdewﬁbedin[l]fordistribulﬂdapplicaﬁon;
buﬂtondnubamwhichmconsiduednamediumbctweenvmalmdru]m
environments for a specific medical application.
smmjﬁddgjgnswpswmadduwdhﬁdly.mpmﬁcuhr,uchoiceofaDBMSwudu‘ived
from real time processing restrictions, parallel execution of queries, users. authorization,
dwmpﬁmofﬁudiﬁumtummmﬂummmofadmbmdmbamimﬂmty,m.
DuetoHmitaﬁunsforthepapersizc,theswpwnnectedwiththechoiuofaDBMSwu
deacribedinasimpliﬁadfonn.'l'}wSQLserverwaschosenasaDBMS,whichmppomme
mquimnemsabow,mdmeSQLasawmpundingintﬂucﬁonhnguage.
Atﬂ:csametimeSQLsew:rdoesnotpmvidemmatisﬁnsimpoﬂmlmqlﬁmemstousq
identification and user rights descriptions in such systems.

Merging different components within a unified distributed application posits new essential
problems for software. Particularly protection tools, which are sufficient separately, become
deficient during the integration due to specific additional links and relationships not considered
formerly. E.g., it is impossible to protect a shared object in the virtual operating room using only
DBMS protection tools, if the object is stored as a record in DB tables. The solution of the
problem should be found only within the more general application framework. Appropriate tools
are absent or unavailable.

T:hepresentpapersuggutsademiledouﬂineofadﬁign and testing toolset for access
M@W(@S)mﬁsﬁbmdmpﬁcﬁomwﬁchmdmbmmw
oouﬂ::;sdlffexmtpmtecﬁontll:ch(mimsmdtoolsinDBm, OS and state of the art for
application programming too object-oriented “environments, system description
yeriﬁcahon tools, SQL tools), that are usually used separately, in order to providzihpract;;c}
:me_gmed appma.nh to the development of protection systems for specific applications with a
particular emphasis on automation of design, implementation and verification. The appropriate
model as well as tools for its mapping to a DMBS are suggested. Remote users connected via
global computer networks are considered too.
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An application example of the suggested technique for a two-level client-server architecture is
adduced. The server is implemented using the DBMS MS SQL Server 6.5 and tools for a local
uscb:,vu:lienuswﬁlufwnmmﬁmmmouumﬂ:mughhmmimplmmmng
MS Visual Basic 5.0 environment.

2. A unified approach for ADS design and testing

An approach (Figure 1), suggested in the paper, is to be applied after first steps of the formalized
design, including design of an object-oriented model of the system [2] is and a preliminary rough
distribution of the system functions between a client and a server [1].

The approach allows apply the unified design technique of ADS to various classes of objects
within the system. The matter of the technique is a combination of miscellaneous mechanisms
and tools for access differentiation, which are usually used separately, within the framework of
unified shell.
Ilissuppomdﬂmuamﬂtofprwiousswpsaspeciﬁuﬁonofmws.inc]udinaam
description of objects and appropriate limitations for these objects, is already obtained
(formulated). The first design stage of the protection system is to define basic data structures and
basic algorithms for access differentiation, defined on these structures. Simultaneously a design
ofappmpriatesmmmmddgoﬂthmsfnrthcwsl:sﬁnghastob:un‘iedom.'fhisallows
test, reveal and remove mismatches for a given set of limitations at each design stage during an
ADS design.

At first design and testing of ADS for users within a local network will be considered. This part
of the ADS will be named Internal Security System (ISS).

Taking into consideration the limitations considered in [1], it is expedient to choice as a shell of
the realization an open environment, supporting client-server architecture, active protection
handling, an open interface with databases, including definition of structured and distributed
structured objects. The programming environment of MS Visual Basic 5.0 [3,4] satisfies to the
listed requirements. Within this environment an outcome of the target ADS synthesis consists of
two parts: a component of protection control (CPC) and a component of protection generation
(CPG). CPP is implemented as an ActiveX component in MS Visual Basic, and CPG is
generated on the server of the source database as a SQL script. The result of actuating this SQL
script is creation of a specialized protection database and APIs for procedures, saved on the
server,

The synthesis of the above-stated two components is based on the integration of already tested
structures and algorithms from appropriate libraries.

The tools of on-line and off-line functional testing of the protection system also are represented
as the SQL scripts.

A similar technique will be applied for design and testing of ADS for external users, The
appropriate part of the ADS will be named External Security System (ESS).

3. Key objects of protection

The objects of protection are divided into three classes: functional resources, resources of the
infomaﬁonﬁd¢ﬁmresommdwurkmﬁmApmtecﬁonsysmisspmiﬁedbyﬂm
definition of:

— prolection functions in general;

~ common functions for all classes;

~ protection functions for separate classes and objects;
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= limitations for the used functions. ,
F !:3110!; specification a synthesis of the system can be done simultaneously for separate
c}‘lrsmunlyawneluﬁonbetwmagivmclmmdﬂmntmscpmmonforﬂ:eallclasmhum
ll?‘:rcno?m object of protecﬁonwmponemputlof its general specification are as follows:
=t classes;
- :hgfzﬁmmﬁwﬁwﬁm (farexa_mple,bynsetvnroft.hedmbucorbym
mﬂ:enﬁcaﬁonserviceofthemtworkopemung.syatun);
- maddiﬁonalsuppoﬁformelintofumopamm;
oonu‘nlofntnt!lmlmberﬁ)rs?'MM; Ee
& comlofawﬂlcaplcityofdmkmmnory_mqmmd. ) . £ ;
couuolofnmponuﬁmcﬁraquhmhcheckswonwﬂwnuesbuﬂtby protection
Design and synthesis i i and workstati be reduced
ign and 'ofupomouonsymforumemom_ wor ons can
wmeamﬁmofimaﬁmmappmpmusmdmofmopaamgsmemm-mﬂg
umssofmndmdmmﬂidamlyknmmeedwu{ﬂ,mdﬂmedmesmmmmw

R ical processing environment for functionl and the information field resources, ..
memaofmcdmbas%demmuﬁmihrmmhmimofthwduimqndmmg.Hm,
if protection of functional resources i8 set by a multilevel hierarchy of relatively static resources,
ﬂnresomwofﬂninformaﬁonﬁeldmdﬁm’bedbynhree-lmlhiemchy,bmuﬂmme
ﬁmethoymedmmdynamicwnﬁ‘olformdiﬂ'ermﬁaﬁon.

4. Extension of ISS for external users

Adhwnddiﬁmofmeexmdmsmmemmﬂmm(ls&dmmm,w
immingpuamﬂHSofpmmcﬁomdoesnmmupediemdu:mthefouowingbm
restriction.
Theexmmalwmecﬁmmpafmnedﬂmughmdsﬁngglobﬂwmpmmﬂmmd,in
particular, through the highly prevalent Internet network. Difficulties of effective protection
methods construction for these networks lead to a significant deterioration of the ISS
characteristics and numerous opportunities of the ISS break by the Internet users [6].
Thm&nmdoouaﬁmimdmyofmmmsoumoftbcsyﬂemfmaﬂmﬂumbaud
on the following rules:

- an external user has access rights only to information, which is exposed in a form of a request
for the manipulation from the outside; 2

- anyapplicaﬁontothcsymisoonsiderednnly.ifitisamponsemtthrevicu:lyaent

request;

- the exposed information is isolated from the database of local users.

- msponsuofmalusmmmgimmdmthzappmpﬂmmquommdmhwgmmm
the database only as additions, after preliminary testing and checking.

This way of access is realised as a separate subsystem of ADS named External Security System
(ESS). It is based on main structural units of request and response schemes or templates.

A specific form is obtained from the appropriate template by performing operations of forms
edition considered below. A new template design is also available. A variety of templates and re-
lationships between them define a natural hierarchy. Design and testing of ADS for the men-
tioned hierarchy of templates could be done similarly to the design and testing of the protection
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; above. Thus only templates for information
system thcdmufﬂmnuonnlmsomadduwd v !
nmngf:rmdrediﬁmmd&cdedgnofwmpmawﬂlbemmmedﬁm,

5. Mathematical model

constructed model fpmm'onismnllycomec_tedwiﬂltheapmmdphof
E.:u-i chﬂnsmptt;blmsofamplmmofeqmmmtmfmmfo?'cmof
dﬁai;ggm‘opﬁnﬁmﬁonmaiuiaofachainlmgﬂ:mdmofmmﬂmMmuh

i i further publications. . -
Ihemmaﬁwljusﬁ.ﬁcuﬁmfortastsofcheckiﬂtheproimﬂonsy_stemunbe-mdom
withinﬂwﬁ-mcwoxkofamodclmsidﬂ'edin[6].Anm?leofonhnamdu@f?rgs&
d:dvedﬁommsulnobmimdforﬂ:ismdekﬁubeﬂmmmmdmomﬁmhupubhmm

6. Conclusion '
poudherecanmuﬂ:efoundn&onofanmtegrmddesigamdms
mﬂcs;p:mr:uwm i tiation design for distributed applications built on databases.
mudsﬁnsCASEwolsfordis‘h'ibmed applications degisu_unbemdﬁvelopedaspm-tofm
integrated design and testing tool for distributed apphepuons-suppomns formal definition,
implmen:aﬁon.mdtesﬁnsofﬂuADSfmagivenapphcahon. k
Suchminwgmwdmolwiﬂmdlmtheﬁakaudcoatofdmlopmemm“m_
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